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SUMMARY OF CONCLUSIONS

Legal and political Impediments threaten to obstruct the
development of wuseful transnatlonal data services. The purpose
of thls paper Is to explore how the communlty of Industriallzed
natlons can avold these Impediments. We ask how far problems can
be amellorated by reaching International agreements or common
standards and also seek to [dentlify those lssues In which common
rules, though they may appeal to some Inteilectual sense of
orderiiness, fal! to meet the test of compeliing need and mutual
advantage. One Issue, that of privacy, has already 2een much
studied and ls hence excluded from our treatment. The questlon
here Ls whether there are other Issues besldes prlvacy that may
reaquire systematic investigation, the question is asked, whether
International understandings are needed to protect the sacurlty
of non-persona! data. Such a formulatlon Is too restrictive.
For commerce In Informatlion to thrive, new legal and commerclal
practices will have to evolve, but not just for confidentliallity,
Creators and vendors of Intellectual property must be pald and
must be able to enforce the contracts they make. Trade |In a
commodity as fluid as computer data ransmitted by
telecommunications requlires dlfferent commerclal Institut lons and
practices than does trade In physical goodss or even books and
flims. In time the industry wlil discover and work out payment
schemes, liablllty arrangements, and ownership definitions

approoriate to Its unique technology.

Sl DSTI/ICCP/78.21

Internatlional organilzations such as 0ECD canm assist that process
of exchange of experience to work. International agreemeats may
pltay a role in establlishing conmity In law enforcement, and alsn
for facliity planning and settlng of technlcal standards.
However, what will not work In the new technology of data
communication -- without total censorship -- Is an attempt to
control the content of the bit stream of data that traverses

natlonal borders.
Criterla:z

In evaluating the importance of reaching Internatlona) agreements
on data flows, we apply six maln criterias (1)

1. Publlic good.

2. Minimlze Internatiomal actliont Even It It be concluded
that soclal mwelfare will be served by action, we postulate
that In a world of nations, uniless there Is :ome compelling
need for coordination, actlon should be 1eft to each
Individual natlon.

3. International agreements should generally sustalin rather
than supplant domestic lans.

4. Avold unenforceable laws.

S« Regulate negative externalitiest The maln justification
In free countrlies for government regulation [s that Innocent
third parties are |lkely to be hurt,

fe. Reguiate the abusey, not a single means that sometimes is
abused.

A number of proposals have been made for International regulation

of transborder data flows. Some of these proposals stand up

o — o o e

1) See Foreword
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agalnst the criliterla that we have {lsted and some do not. He

iist first some proposails that present problemst

1. Treating legal persons as identical to real personst Most
privacy laws and other proposed regulations on transborder
data flows are limited in thelr appilcation to data about
real persons. The suggestlon has been made that they should
apply also to legal persons for at least some purposes.
Hhether any particular regulatlon should be applled to legal
persons Is a aquestion that should be answered in Its own
right on the basis of the particular facts. It ls generally
recognized that it is no solution to mechanlcally apply a
legal flction. (Sec. 1.3.3)

2« Rlgldly distinguishing computing from communicatlont
That too Is a distinction In which legal words of art do not
correspond to ithe emplricat reality. 9€Sec. 7)

3. Regulating the content of what may be carried on
particular clrcultst With the emergence of all-dligltal
systems and cheap effective encryptlion devicesy there Is no
technlicatly practical way to distingulish whether any
oarticular message |is voice or data, messages or
computations In-house or to third parties. (Secs 2ely 2.24
6+39 6.4 and 6.5)

4. Protecting the securlity of non-personal records by
Internatlional standards? Security costs money. There [s a
trade-of! avallabile to any organization to have more
security for |Its computerlzed records for morae cost. The
mailn reason for a government to compel an organization to
acqulre more security for 1ts records is If that
organlization Is acting as a fiduciary for third partles.
Governments wlll differ In the extent to which they wish to
protect third parties by mandatory securlty standards or by
legal {llabllity. (Sec. 4,5 54 6.2)

5. Conventlonal copyrightt While it is important to develop
newm ways of compensating the creators of intellectual
property In the computer age, It Is clear that the
traditional notion of copyrlight Inherited from the printling
press wlll not work wlith computer records. The mechanise of
enforcement that underliay the traditional notlon was the
fact that large numbers of unlform copies were produced at a
single places the printing press. Computer records are
dispersedy, Infinitely varled In content, dispiayed in forams
ranging from printout to CRT display, and often used without
any display at all. (Sec.8)

- P DSTI/ICCP/7o.21

Proposals that are wWorth conslideration? (1)

Among the proposals for Iinternational agreements concernling
transborder data flows that are worthy of considerations there
are a few In which It would seem necessary or desirable to reach
Internatlonal agreement on actual deftalls of what ls done and
what Is not. We note four such areast

1. Technicat standardst CCITT Is already operating in this
areaj there can be little doubt that [(ts work is Important,

{Sec.2)

2« Encryptlont One standards agreement that would be
particularty important for preotection of oprivacy and
securijty would be one guaranteeing the right of wusers to
encrypt thelr materlal. I1f there are to be networks with

random routing, such as packet nets, then atl nodes must
al low passage of encrypted data. (Sec. Z.? and 6.4)

3. Orlgin ildentlftlicatlon iabeist (Sec. 5)

4« Internati{onal capacity planning. (Sec. 3)
Aslde from these rather limited (albeit I[mportant? toplcs the
kind of co-operation that seems to be required (and that needs to
be put on the agenda for discussion among natlons) Ils agresment
to support the domestic law of!f different countries agalnst

attempts to evade them by operations from a distance carr.ed on

across a border., One can Imagine useful agreements of this kind

(1) There ls one set of reguliations the legltimacy of which |Iis
wldely recognizedy, but which xe do not conslider [In this paper,
namely controls applled for reasons of national security. Those
are generally appllied by single countries or alflances rather
than by International aygreement, and they sometimes requlire
significant departure from what would otherwise be viewed as
desirable public policy. That raises an entirely separste set of
[ssues.
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being reached regardlng several ralated matters, The essentlal 6. New concepts of copyrightt Nevs  sast - ba - Tound o

t 1 ' compensate creative |Intellectual actlvlity,. It Is In the
CHRSLI Lo Tor ™his Kink of saraeent L% thet w4 mErtie . 9 il self-Interest of both creator of software and of users that
regard a particular genus of actlon as iltegal, but that the there ©be payrents for creation. The system of payment that

will ultimately develop out of this mutual self-Interast
cannot yet be anticipated. It is not premature to study the
probiem. It seems Ilkely to take a decade or more of study
before the shape of appropriate solutions will become clear,

detalls are left to each to carry out In Its owmn way. (Sec. 6.1)

Among toplcs on which such agreements might be consldered aret (Secs. 8 and 9)
f. Locus of llabliltyt If In an lllegal activity or 7+ Payments system:i The costs of furnishing on-1lne
contractual 1labllity, data 1s physically located In one Information services fali iInto three categoriest (1)
country but accessed from another, where has the offense creating the Information and converting [t Into machine
taken D[ace and who prosecutes or sues? (Sec. 5.2-’ readable forﬂ; lz; mainfalnlng it In a computer;: (3)

searching It and transaltting the information requested by a
customer. The bulk of the costs ile In the first category,
while collection from the ultimate customer takes place In
the last.

2. Computer frauc! While much less ol a problem than some
popular Journallstic treatments suggest, computer fraud Is a
problem:. To help meet Ity countries could agree to =2ach
Incorporate Into Its own domestic law » provislon making It
11 tegal to knowlngly access a computer in another country
for the purpose of carrying on certain speclific actlvities

The problem |Is to devise payment systems that collect
rellably, distribute the wultimate payment back to the

ious contrlbutors, and enable small customars to
that are lillegal [n that remote country. Among kinds of var.

t establish ftheilr <credit easlly and at the moment that they
activities that might be |lsted are such ones as seekling SLEN . Th - SEEAEE . The dita ety ESiTh et ban i the

personal iInformatlion from a data base to which the recelver
Is not entitlied by the laws of the host country, withdrawing
funds from an account to which he is naot entitied under the

telecommunicatlions carrler [s one way that meets many but
not all of the problems. The deslgn and development of an

internatlonal payment system for data base access Is an
1 h t t . .

S GE 10 et clantre s Bee bt Important sublect for study by international organizatlions.
3. Illegal use of computer facilities at a3 distancet The An effective payments system would be a major contributlion
purpose of this provislon is to enable facility owners to to the growth of Internatlional computer co-operation. (Sec.

enforce their usage charges and to prewent Llliclt access to 1o}
private faclllitles. (Sec. 6.2)

L. Contract enforcement? To facillitate the enforcement of It should be emphaslzed that identifying a topic as aopropriate
contractual agreements betwesn computer or file oWners, on
the one hand, and thelr users abroad, countries could adopt for discussion is not the same thing as advocating the adoptlon
laws to glve recognition to 1labJiltles Incured urder such
agreements. (Sece 6.2) of any particular agreement. The purpese of this paper Is to

5. Relatlonships of publlc trustl There are certaln deflne an agenda. It Is not to advocate particular answers,

instltutlions that have a special refatlonship of publlc
responsibllity to their customers. For exampie, banks,
doctorss airlilnes. 1In some such sltuatlons of public trust
there could be ewvaslons based upon transborder
telecommunicatlons operations. Slnce these standards are
specific to particular areas of activity there Is no way of
reaching genera! conventlons or standards! agreaemants have
tfo be fleld by fleld. The two flelids In which causes for
Concern have begun to arlses and which might be frultfully
dlscussed In the near future are privacy and EFTS. (Sec.
Ee2)

e m—— g e Y SV e WS B e
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FOREHWORD

In this paper we note
-~some problems affecting transborder data flows,
-=some options avallable for coplng with these problems.
The options that we analyze most closely here are those that for

implementatlon require Internatlonal co-operation.

Administrations must cooperate In a varjlety of ways il a data

communicatlon system is to operate effectively between nations. In

this paper we deal with some of the necessary kinds of
cooperation but Jet wus flrst schematicaily note the range of
types of cooperation required, and indicate those with which we

propose to deal.

Firsty, both nations must permit such communlcat lons. A
commitment to such freedom exlsts among OECD countries. They
recognize that [t Is Inapproprlate for governments to restraln
thelr citlzens from communicating as they wish and fur thermore
that international communicatlon contrlbutes to productivity.
Some other states do censor private transborder communication?
but In OECD countries ¢that |Is an activity that natlonal

adnministratlons facijitlitate.

Seconds to transelt data across borders regulres co-operatlion on
standards. He discuss thls matter onty briefiy for 1t falls

primarliy In the domaln of! other organizatioens than O0ECD.

- 11 - DSTI/ICCP/78.21

fhird, for transborder data flows to be economically viaszle there
must be a method for coilecting and sharing payments for facillty

use, HWe shall discuss this matter to some extent,

Fourths transborder data flows become entwined In flegal Issues
concerning privacyy Intellectual property, natlonal securlty, and
economic pollcles. Some of those Issues are the central focus of

this paper.

Ne shall not deal fully with ¢the Issue of privacys, for that
Important issue has been the sublect of prewlous OECD treatments.
We touch on it, howewver, In Section 1.3y and e! sewhere, because
it provides a reference point with whlch we can compare varlous

other polltical and legat Issues which are our principal topics.

Criteria of judgment!?

Laws and policles of countries differ. One premise of a systenm
of natlons |s that In the absence of compelllng consliderations to
the contrary, countries 9o their own way. Our presumptlon |s
agalnst unnecessary standards or demands for uniformity., However,
there clearly are substantial areas in which Interdependency and
internatlonal externalltles exlist. In such sltuations alt

partles may galn [f they can agree on practlces.

Criteria:

In evaiuating the Importance of reaching iInternational agreements

on data flows, we apply six maln criteriat
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1. Public good? In the absence of any compel!ling Judgment bar certaln computer systems, may both deny others the
as to what |Is deslrable or undesirable, free governments legitimate use of those systems and also pernlt the same
nill leave to the cltlzens to do as they choose. Yet in an abuses of privacy through alternative means such as the
exercise of this kind avoid value Judgments. Every proposal malls. Desirable regulfations are aqulte specific as to the
for reguiation Implles a3 Judgment that soclal! welfare wlll content of what one wlshes to centrol, not Just regulating
be served In an [mportant waye. the mechanism.

2« Minimize International actiont Even if It be concluded
that social welfare will be served by actlon on a problem,

we postulate that in a world of natlons, action on a problenm A number of proposalis have been made for International regulatlon
shouid be left to each Iindividual natlony, unless there is
i some compeliing need for co-ordinatlon. of transborder data flows. Some of these proposals stanmd wup
5 3+ Most Internatlional agreements should sustaln rather than agalnst the <criterla that we have listed and some do not. The
i supplant domestic lawst Some [nternat lonal agreements, such
! as those settlng englinearing standardss constitute a kind of purpose of this paper Is to examine such proposals. We try to
International legislation (even (f ftThey have to be
nationally ratified) 1In that they reach a fixed conciusion fdentify those legal and political lssues concernlag transborder
as to the content of what should be done. Other
international agreements, such as copyright conventlons, non-personal data flows where there would be mutual galn from
usually Just provide a mechanism by which laws adopted In
dl fferent countrles can be made effectlve against evaslon reaching agreements, and at the same time to Identlfy lssues In
abroade. Under the principal of minimizing Internatlional
actiony preference should be glven to agreements that which common standards, though they may appeal to some

sustain domestic lawsy If that wlil do the job.
intellectual sense of orderliness, fall! to meat the test of

4e Avoid unenforcable lawst Where action Is needed, 1t

should be done In ways that the technology makes compelling need and mutual advantage. Many laymen®s concerns
] practicable. Legal decliaratlions that come to be widely
] dl sregarded cause a decay of moral hablits and of the about computers have (ittle to do with reality. Some concerns
§ credibillty of the system. As technologles change, one must
j change the means of enforcement to ones that are pratical reflect the psychologlcal trauma of coping with any massive

for the enforcer, not invitatlons to violatlon.
changey and also the age old human anxlety about machines that

! 5. Regulate negative externallitiest The main Jjustification

i In free countrles for government regulatlon is that Inmocent seem to take on features of Inteliigent 1ife. At (first computer
3 third parties are I|llkely to be hurt by agreements between
i others. For mature adults, It can be assumed that agreements Frankensteins were expected +to create unemployment, but early
i they reach are In their own best imterests and need not be
] controlled. Privacy lams are classic examples of regulatlions studies usually found that they created more Jobs than they
i to protect people against agreements that others reachy, but #
] whlch affect unwltting and unwlitiing parties. But rules on el inminated. Today, @& aquarter of a centfury fater, those esarly
how a business secures [ts own records for its o#HD
protectlion on the other hand would cannot be Justified by ; expectations have more support, but even now the picture Is not

this criterion.

clear, (1) Sclence fiction wrjiters dreamed up machlres that
6. Regulate the abuse, not 3 single meanst! To control an
abuse by regulating one particular means by which [t Is
sometimes perpetrated resuits both in barring many Innocent ; (1) Prof. C. Freeman |s currently engaged Im a study for OECD for
actions that may use the same means, and In allowing the which as yet the data (s not In} there Is stifl only a statement
perpetuation of the same abuse by other nmeans. Thus of his hypothesis. He notes In his planning document that a

regulations desligned to protect privacy, but which merely i couple of decades ago, unemplioyment conseduences of t he

AT BT T T, P T T
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would triumph over human Intelllgence, but then real computing
machines were found to be essentlally dumb. Now there Is a
general anxiety about computer invasions of privacy} but there Is
reason to expect privacy to be better protected In computer fliles
than In manual ones. Yet computers and computer communicatlions do
involve new problems. Our task Is, Iin part, to separate out the

hallucinations from the real problems.

When real problems hav been Identifledy, the proposed solutlons
need to be looked at with the cold eye of cost/benaflit analysis.
The word ”p}oblem“. after atl, Implles much more than that
something is an unmltigated evil., A problem Is a dilaemmal It Is
an undeslrable aspect of something that lIs wanted. Follutlon is a
byproduct of the goods of civililzatlon; wunemploymert may be a
byproduct of Improved oproductivity; invasions of privacy are a
byproduct of Increased knowledge. The “solutlons®™ to proolems can
easliy destroy what |Is wanted along with eliminating the

byproduct. Solutions, |ike medicines, have slde effects, and so

electronic revolutlon seemad so obwvious that the American,
Britishy and Soviet governments al! appolnted speclal commisslions
on the problem. Careful! research, howewer, showed the Cassandras
to be wrong at the time. Professor Freeman lists several possible
reasons for the error, and offers the hypothesls (to be tested In
hils research) that the correct reasons were some tramsifory ones
related to the stage of a product cycle In which the electronic
revolution was at that time. His speculations nofe that
electronics at that time Introduced several mafor mliltary and
consumer products (e.g. radar and T¥), but that today electronlcs
is beginning to penetrate other branches of Indwstry Ia labor
savino appllications.

It the data comes out to support this hypothesiss, fthan the
employment impllcations would be adwerse, while productivity
wouldy of course, Increase.

T PP
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they too are dilemmas. They may reduce negative consequences,
but In turn have costs. So In looklng at problems assoclated with
transborder data flows, It Is not enough to simply list dangers
and optlons for their solution. We must also note the problenms
(l.e. costs and undesired consequences) of the proposed solutlons

too.

It should be emphasized that ldentifying a toplc as appropriate
for discussion Is not the same thing as atfvocating the adoption
of any particular agreement. The purpose of this paper Is to
define an agenda (i) It is not to advocate particular answers.
WHe define the agenda by applylng a set of criterla tc a set of
proposals to see |[f they are worthy of study at all. HWe have
identified some proposals that do deal with serious prodlems and
would do so In ways that conform to the normal processes of
international co-aperation. Hav ing met that criterion of
acceptability, a topic belongs on some agenda, but much
deliberation remains to be done before elther we as authors of
this paper, or the natlons that must deliberate and decide, reach

a concluslon as fo what In particular should be incorporated Into

any international agreement.

(1) There is one set of regulations the legltimacy of which Is
widely recognized, but nhich we do not consider In this paper,
namely controls applied for reasons of national securlity. Those
are generaly applied by single countries or alllances rather than
by broader Irternationa! agreement, and they sometimes require
signiflcant departure from what would otherwise be viewed as
desirablie public pollcy. That raises an entirely separate set of
issues

-
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1. INTROOUCTION
A matter that we do not address In this paper ls the approprlate

e er ki S el Unternatienet T seyiant s systems or i.1 The Importance of International Data Communicatlon

developing a new mechanism for protectling intellectual property

SN SONED g s TSR R T oo agreements to extend Historys In evaluating our era, may well wview as one of Its

comity to the data-related laws of foreign natlons. A number of slgnal achlevements the erosion of economic and technical

international organlizations are certalniy Involved. Among them barriers to the Instantaneous exchange of iInformation among

OECD Is important as the organlzation of the countries most persons who are far removed from each other, and regardiess of

heavily engaged In International data flows. It can and should frontlers. Since communication costs by satellite have beccnme
eav

‘ caiiakt e nudher 61 the dress. where actisn I8 ~wertN almost Insensitive to distance, and transmission time no longer a
ake In ative a

barrier to interactlon, unprecedent ed opportunities for
consldering.

internatlional co-operation arlse.

In socleties in which informatlon actlvities generate up to half

of the GNP, substantlal! gains In productlivity will arise from

efficiency gains In that sector. (1) Thus there is good economic

SR

reason to use the cheapest, fastesty most accurate, and most
complete Information facliities avalilable, wherever they may be
g located. Just as Internatlional trade in physical commodities has
é ralsed living standards In the worid community by allowing use of
commodi ties produced In the most advantageous place, so socleties
i ha it of whose economic activities consist of [nformatlon
operations will galn mutual advantage from shared use of
Information resources, with each nation working especjally at

activities In which it has a comparative advantage. Enargy and §

{1) Cf. Simon Nora and Alaln Minc, Rapport sur I'lnfornaflsafl;;
de la socletd®, Parist Inspection Generale des Flnances, 1978,
Part I Che 1.

wmi g oo
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other scarce resources can be saved by Illnking distrilbuted
activities electronically, rather than dupllicating expensive
facilitles in many physical tocations} examoles of such
energy-saving uses of communication Include teleconferencling,
speclalization among libraries, and integrated Inventory

management.

Most Important of ali, creativity flourlshes when human belngs
can Interact across physical barrlers In the pursult of sclence,
culturey and personal affection. The nations of the world have
recognized this fact In a serlies of agreements to encourage
cultural exchange and the free flow of information. Among them
may be noted the UNESCO Charter, the Universal Declarat lon of
Human R Ights, and the 1950 Florence Agreement on Importatlon of
Educationaly Sclentific, and Cultural Haterlals. The latter
exempts such materlals from customs duties when Imported for
non-commerclal purposes and commits the signatory states to
“promote by every means the free clirculation of educational,
scilentific or cultural materfais and abollsh any restrictions to
that free circulation.” (Article 1IV) A Protocol to that
Agreament adopted In Nairobl at the UNESCD Conference of {976
expllicltly adds to the list of materials covered by the agreement
“magnetic or other iInformation storage media required in
conputerlzed Information and documentation services." The
slgnatory natlons have thus already agreed to seek to abollish
restrictlons on the import of data for sclentific and educational

computer|zed data bases.

=19 = DSTI/ICCP/78.21

Flgures 1 and 2 show the extraordlnary current growth In the
volume of usage In data base retrieval services. Flgures 3 and &
are dramwn from one among the several forecasts that have been
made of the continuing growth In data communicationsy thils one
from Japan. (1) There Is a similar explosive growth [In most
forms of International telecommunlcations. The FCC has estimated
the annual growth rate In International leased llre data circults

at 21%Z. (2)

Throughout the industriallzed world packet nets and other data
networks are opening up for service, The airilne net was the
pioneer. SHIFT, the bank clearance network, has just gntten under
way. Euronet goes Into service In the coming year. In Japan KDO
is moving rapldly toward the implementation of its Venus packet
nety to be llnked In about a year later to a domestic net. There,
as in alt the major European countries, arrangements have been
made ulfhin the tast vear for internatlonal data transmission
services, that pernit users In 2ll Industriallzed countrlies to
access the world®*s major data bases threugh switches at thelr own
PTT*s and via the various competing American International record
carrlers and the speclalilzed value added carrlers there. The
costs of communication have already falien to tte point where

numerous users choose a computer or service bureavu.

(1) Research Institute of Telecommunications and Ecomomics,
Prospects of the Demand for Data Communicat lon, 1977.

{2) Dataphone Inqulry, FCC Docket No. 19558, p. 3.
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at which to have thelr computing dona on the basis of the
software avallable on 1lt, regardiess of the country or contlnent
In whlch the physical facillty happens to be located.
Time-sharing services dellberataly spread thelr networks East and
West through as many contlinents as posslible because the load
tevelliing from having Input to thelr computers from various tlre
zZones is economically more important than the extra

communications costs.

Yet the beneficent prospect of fow costy Instantaneous
international communication ls attended by problems. One of the
problems ls continuing and resurgent economic nationallsm. It

has sometimes been alleged that regulatlioms of transborder data

flons (whatever better Justlflcatlon may be stated) are used as a’

non-tarift barriers to trade. It Is futile to speculate thus
about motlves, but the bellef dees exist that economic
natlionailism [s hidden behind ostensible concern for such matters
as oprivacy. HWhatever the motive, (it |[s the case that one
conseaquence of regulation can be to create trade barriers.
Countrles whose electronic equipment and Information Industrles
are lagglng may hope that by burdening fransborder data flows
they can give time for their own iInfant Industries to develop.
Natlonal authorities may belleve that by restricting network
access to forelgn computer resources they wlll encourage use of
Indligenousiy manufactured stand-alomre computers, using locally

developed software.

- 25 - DSTI/ICCP/78.21

Of courses the effect of protectlonist measures may be just the
reverse. It the domestic Informatlon Industry and the local
applications programmers are denled the opportunlty to use the
best computers, software, and data bases that existy that
restrictlon may well inhlbit the growth of comouter skills and
computer wusage In a coumtry. It has often been the case that
restriction on the computers and software that ar ¢ avallable for
usey results In customers choosing to continue to dolng things in
old-fashloned manual ways rather than pressing forward +to
Innovation. It may result In techniclans In that country falllng
to master the full state of the art. Using clumsy and limited

systems Is rarely the path to growth.

1.2 OECD®s Role

Intelligent policy maklng about such complicated matters Is not
easy. What seems obvilous 1Is not always righty and the
consequences of unsound policles can be great. Careful study in
respected forums such as OECD In which the major actors are all
present, is called for, lest ill-considered policies be adopted.
Certainly, oproblems about data flows do exist, and wiil lead
different OECD natlons to fegislate about some aspects of data
communicatlion.,. With pollcles being made by diverse
Jurisdictions, there will Inevitably be problems to be rasolved
In carrying on transborder data traffic. How to reconclle the

tensions between diversity o! poticies on the one hand and the
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opportunities that International communlcatlon offer on the

other, Is the problem before us.

It Is approprlate that OECD should address itself to that
problem. While data communicatlon Is rapidiy becoming a global
phenomenons It Is stlll Jlargely concentrated in the advanced
Industrlatlized countrles. Furthermore, the fact that O0ECD
natlons share certaln common policles amd values will make [t far
easler to take the exploratory steps in resolving problems of
transborder data flows than to do It on a global scale. The O0ECD
natlons share the view that ordinarily anyone ocught to be allowed
to communicate In a free flow of Information, with anyone alise
anywheres prohibitions are narrowly-defined legislated
exceptions. The OECD members sShare too the bellef that the search
for knowledge by clitizens is a desirable and free activity,
fimited only by speclfic rules to protect the privacy and
property of others. They share also the system of private
enterprise and are committed to open channels of commerce among
themselves. Yhey seek to expand, not contract, jolnt economic

actlvitys and to reatilze Joint gains in productivity.

In 1977, an OECD Data Bank Panel formulated those concepts
clearly In a set of principlies. (1) The flrst three of the flive

principles recognize the value of free transborder data flows!

(1) Summarized Iin the Secretariat®’s Note (OSTI/ICCP/77.46).
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(i) Conditlons for the continuous, uninterrupted flow of

Information among countries should be maintained.

(f1) Countries should ensure the maximum opportunity for the
movement of Information across borders, Imposing

restrictlons only for speclfic and val id reasons.

(11i) Rules of fair competitlom should be applied to
informatlon resources and services, avoiding restralnts iIn

the form of non-tariff and other barriers.

The last two principles ldentify the area In which some

regulation may be approprliate.

(iv) Appropriate data security and confldentliality

requirements should be set up.

(v) Personal Informatlon should be protected whe~ever it

resldes, as It would be In Its originating counntry.

He have been asked to explore In thls paper the matter of data
securlty and confidentlailty and also whether there are other
problems beslides the two Ilsted by the pane! for whlch
international regulation may be required. In general we think
note He concur with the judgment of the panel. WHe propose,
however, a somewhat modified and expanded notion of what has
usuaily been talked about as “securlty and confidentiallty.™ What
Is at stake is the ablility of data owners to enforce contractual

arrangements that they make with others across frontlers. Unless
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a legltimate owner of data can exerclse some control over access
to ity he will have no Incentlive to invest In data development.
Every country in Its Jlaws about Intellectual propertys patents,
and contract enforcement recognizes fthat fact. The probliem
cannot be resolved In the narrow technical context of physical
securlity of computer data. It must be viewed In the broader
context of industrlial organization and law enforcement as well as
technol ogy. So In what follows we consider, not just such
matters as technical standards for securlty or encryptions but
even more such matters as the methods for international contract
enforcement., The heart of the problem lies iIn international
legal arrangements regarding locus of Ilabillty, computer fraud,
payment arrangements for computer servicesy copyrights and

flduclary responsibilities.

We have ldentifledy and listed In the Concluslons, some ten areas
in whilch internatlional co=-operation Is worth further
considerationy all of which fall under data secuilty as we have
redefined It. Among those areas, one Is that of technical
standards, Iincluding permission of encryption. But the bulk of
our paper ls devoted to such matters as the extension of domestic
law to check frauds perpefrated via telecommunication across
borderss and to matters of Intellectual property. Also as

transborder data networks grow, co-operative means must be found

to simplify payment for service.
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To provide the reader with a guide to the topics with which we
shall dealy, note that we organize the ftreatment under fthe
following headings?
Area of Regulatlion

Engineering compatibility Sectlon 2

Capaclity Planning Section 3

Data regulationt! for privacy Sectlon 1.3

for preventing fraud Sectlons 4,5

Contract enforcement Sectlon 6

Intellectual property Sectlon 8

Payment systems Sectlions 9, 10
For each of the above areas we shall try to identify the type of
internatlional actlon that |Is approprlate fo problems In that
area. He classify the types of action ast

Individual actlon, l.e. no formal Internatlonal action
beyond discusslion

Comity In law enforcement
Setting of standards

International organizatlon.

Without offering further explanation or Justlfication at this
polint we tentatively llst the major conclusions as to how these
approaches most nearly fit these toplcs, leaving out ftwo cells
for which the answer requires fuller explanation..

Type of international actlion

For data on For data on
Real Persons Lea! Persons

Area of regulation

- Standards -
- Organization~-

Engineering compabillty
Capacity Planning

Oata regulation:? for privacy  ; Individual actlon
3 for preventing fraud ? Comity

Contract entforcement - Comlty -

Intellectual property ~ Comity -

Payments Systems Crganizetion -
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1.3 A Comparlison of the Issues Concerning Prlvacy and Security

of Data About Real and Legal Persons

1.3.1 The case for harmonizatlion of data regulationst

Until now, OECD deliberations on transborder data (lows have
focuseds quite properlyy, on the movements of personal data.
[(That Is the problem of “prilvacy.") There are good reasons for
OECD*s concern In this area, but that topk having been
extenslvely explored, It Is not the assigned subject for this
paper, Our subject |[s poellcy Issues about non-personal data
foften discussed as *“data security,” or “proprietary.”) We devote

a few pages here to comparing the two issues,their simllaritiess

dl fferences.

Most Industrialized countries have already passedy or are now
considering laws to curtall abuses of automated files contalning

personal Information. (1) There [s widespread concern about the

(1) The Secretarilat note mentlions steps In Swedens the USA,
Germany, Canada, France, Austria, Beiglum, Denmark, Luxembourg,
the Netherlandsy Norway, Spaln, Australla, Ireland, Italy, Japan,
Switzeriand, the UK, and EEC. The German and Amerlican lawus
concern manual as well as automated fl'es. The othar laws, In
general, deal only wlith computerized flies. One may questlion the
rationale for regulatlons to assure prilvacy that are applied to
files In computers, but not to other flles. If an abuse needs to
be controlledy, It presumably needs to be controlled regardiess of
the technology used to perpetrate iIt. Most of the lawse, however,
cover any sort of personal flile In a computer, sometimes with
speciflied exceptlons such as address (lists. Ar approach that
focused on the feared abuse would presumably apply different
regulatlons te a credit bureau, a hospital, the Income tax

- F] = DSTI/ICCP/78.21

power that can be exercised over ordimary persons by those wlth
access fto computerized records. (The new Norwegian and Danlsh

privacy laws apply to legal as well as real persons and then only

In some respects.)

The problem which such laws address can be stated In terms of the
economic concept of a negative externality, which Is the classlic
situation in which government action is Justified. Iin
calculatlions of welfare, account must be taken not only of the
value received by employers and emplioyees, or buyers and sellers,
from the deals that they conciude with each other, but also to
the adventitlous costs and beneflts that accrue to third partles,
Hhen Information is sold by one party to anether, tte buyer and
seller each get their benefits from the deal they make with each
other; but 1If the Informatlon describes a third person or
organlzations they stand to lose or gainy too. Those Incldental
effects are externallitlies -- positise If others beeflt, negatlive

it they are hurt,

Transactlions Involving externalities need to be policed by Some

process beyond the disclipiline of the market. The buye~ and the
seller presumably look out themselves, and [f they make a deatl

each expects fo benefit. But they can hardiy be expected to |ook

bureauy, and a reporters private nofes. Since our paper®s topic
Is not privacy, we do not go Into this matter in more detali, but
the reader may note that we have followed fthls approach In
discussing non-personal data. A good deal of our discusslion s
about banks. It would seem that data flles that In effect change
assefts and f(iablilitles of others need quite different treatment
from non-personal flles that only contain Information.
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out for the Interests of third partles. The law, normaliy, has to
do thate restricting thereby the freeadom of the buyer and seller

on the bargalns which they may make.

Regulations on personal data ordinarlly concern a situatlon In
which the third party may be relatively powerless compared to the
organizations that buy or seil the data. A credit bureau, for
examplie, sells data about a customer to a merchant, or a pollce
administrator releases data on a person to an lnvestlgator.
Traftlc in Information about organizatlons or gowvernments seldcm
Involves such an imbalance of power. Indeed at precisely the
same tlme as governments are adopting privacy lawsy, In many
countriles t hey are also adopting sunshine laws to force
governments to conduct more of thelr transactlons In publle. The
confr adiction has been most apparent In the USA where the Privacy
Act and the Freedom of Information Act came at almost the sanme
time and forced major, but opposite, revisions of administrative
procedures. (1) Public officlals are now obliged to show anyone
wha asks all but a few exceptional documents from pubilc fliles,
but at the same time (as one of the exceptlions) private
information about individuals is more strictly than ever enjolined
from belng shown to others, even other agencles of govermment,
Clearly a dlfferent value Judgment |s belng appl led to
Informatlion about Individuais and Information about government

agencles.

(1) Canada Ils also now debatfgg a sunshine taw,
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1«3 Conflicting conslderationst

International agreements establishing unlform standards about
elther privacy or propriety wlll not be easy to achleve, even
among deaocratic countries, because there is no unanimity among
thes on the balance among conflicting considerations. He shall
discuss below some of +thae differences in national copyright
practice. The same thing can be seen from the experlence about
prlvacy standards to date. There 1Is I[ndeed wunanimity that
privacy is a good things but so are other values that are iIn
direct opposltion to It, most particularly freedom of speech and
enauiryy, and the right of the people to know. Different
countries wilil, undoubtediyy reach different concluslions about
such sensitive matters as a newspaperman's right to keep his
sources of derogatory personal! information secret, or a cltlzen's

right to keep his tax payments secret.

Some privacy laws have been adopted with {ittle thought about

these confllicting considerations., More recently, howevery wlth

more experiences there has been evidence of drawing back fraom
more extreme privacy protectlion, particufarly In Britaln and the
USA. In Britaln, the Roya! Commission on Privacy examlned
proposals for a “legal right of privacy™ and cecided agailnst [t,
because It would oblige the courts fo balance individual clalrs

to privacy sgainst the public®s right to know. (1) TIn the USA,

(1) The Whitford report; cf. aiso Royal Commission on the Press,
Chm. O0+Rs McGregor, July 1977, Cmnd. 6810, 9.9-9.12} “Computers?
Safeguards for Privacy™, Home Offices Dec. 1975, Cmnd. 365k,
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the bajlance has been heavily welghted in fawor of sunshine laws,
such as the Freedom of Information Act. That protection of one
man®s privacy ls the Invasion of another®s, became apparent when
the US Congress adopted an act (the Buckiey Amendment) giving
students access to their unliverslity recaords. The protests of
those whose letters of evaluation were thus compromised became so
strong that the taw has been largely negated. Students now are

more or less compellied by thelr universities to sign walvers.

The strongest opposition to the new movement to glve people
access fto flles contalning Information about themselves has cone
from the presse. Journalists suddenly became aware of the
opposition between their right to compile data on people on whon
they were reporting, and the claim of aggrleved people of a right
to Inspect and correct tiles upon them. In the USA, a Reporters®
Committee On Freedom of Information nas been formed, largely fto

combat atfempts to compel them to reveal thelr sources and flles.

One may conjecture that despite contradictions and oscllilatlons,
the Unlited States will end up adhering to a traditlon of "robust
and wide open" debate, (1} with minimaz{ {ibel! Ilaws and denying
the right of Individuals to contro! or correct what others choose
to keep or transmit In personal flles about themselves, except
for some government flles which will be extensively openad, and
files In a few sensitive situations such as credit bureaus and

personnel records. Some other countries will choose to seize fthe

(1) New York Times Co. we. Sulllvany, 376 US 254, 1964.

8. DSTI/ICCP/78.21

opposite horn of the dilemma and will protect Individuals
comprehensively against the freedom of anyone fo keep files with

Inaccurate or abusive personal Information.

Some countries, partlcularly the USA, will stress protectlons of
the individual agalnst the opower of government. (The American
privacy law of 1974 concerns government flles.,) Other countrles
may bestow additlonal authorlity on government for the purpose of
protecting indilviduals agalnst corporatlens and other

indlividuals.,

Given these differences In perspectlive, any international
agreement on personal Informatlon Is likely to be at the lowest
common denominator. It may give some I[mpertant protection to

privacys but not as much as privacy activists wouid {ike.

Yet Internatjional agreements on some minimal privacy standards
might well be Justifled. The problem [s one that cannot be fully
handied without International co-operation. The probilenm certainly
constitutes a leglitimate area of gowernmental concern, because
weak Individuals are (inadwertantly Injured by actions of other
parties. And within limits, all democratlc governments agree that

something needs to be done that they cannot do alone.

On transborder flows of personal data, there Is, at least, a
basis for consensus, That fact has already become apparent in
eariler OECO discussions. The degree of Ilkely consensus on

protectlion of proprletary information or other information about
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large and powerful organlzations is {ikely to be less than that

about privacy.
1+3.3 The matter of “legal persons'"?

A highly controverslal issue at the present time Is the question
of whether or not legal persons should be covered by data
protection tegisiation. In the USA Congressman Goldwater has
made some proposals to that effect. The lssue was hotly debated
in the French Nationatl Assembly before their oprivacy law was

passed last year, without such extension,

It has occasionaliy been suggested, that simply as a wmatter of
the loglc of the lawy if regulations pretect persons, them by the
same argument, legal as well as real persons should be protected
No countrlesy however, have as yet taken such a formalistlic
poslitions Legal persons are not real persons If they are
treated as such In some laws, it Is because for some purposes It
Is convenlent. Such inclusion requires more justificatlon than
verbal legerdemain. Corporations and Instlitutions are different
from real persons In many respects including wealth, power, and
need for protection. The Norweglan and Danish laws which cover
data about both real and legal persons make relevant
distinctions. (1} The argumentsy If there are anyy for
protecting the confldential Information of organlzitlons along

mith the conflidential informatlion of real persons, have *to be

{1) In the Danish case there are two separate laws.
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made in thelr own right, and not by automatlic app!llcatlon ot a
legal fictlon. The question as to what kinds of publlic
are approprlate for the protection and regulation of data about
tegal persons Is a3 subject that OECD and its member nations

be discussing, and [ndeed are what the present paper as a whole

is about.

actlons

witl
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2. ENGINEERING STANDARZDS!
A PREREQUISITE TO INTERNATIONAL COMMUNICAY ION

THAT CAN SOMETIMES ALSD BE A BARRIER

One area in whilch |International convent lons are clearly
necessaryy If International data communication Is to flourlsh, Is
that of engineering standards. CCIR and CCITT have been the maln
fora in which such standards are set. Data transmisslion has long
occurred over the existing public switched network of telex and
telephone and over leased |lnes. For the public telephone
networks Inexpensive, Jlow-speed modems can be readily attached
wlth no additlonal system modifications needed. With leased
lines, data transmlssion can be even simpler since f(lnes can be
ordered with specltic characterlistlcs adjus ted for low-speed data
yith or wlthout modems. Changess are now occurring In the
Increasing need for optlmized high-speed, error-fres data
networks. To keep pace with computer technology, new agreements
on standards {such as the high-leve! data protocols, X.21 and

X.25) and new facitliti{ies will be required.
2«1 Voice vs. Datat

From the point of view of electrical physics, data and volce are
both modulations of the same energy flows but in the past the
parameters of an electrical communicatlions clrcuft could vary
widely enough to profoundly affect the econemlcs of transmission.

Also, while data can be made to mimic volce charazteristics and

e A R A e e et B e
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be transmitted over volce lines, such data flows can be detec ted,

and must be handled carefully so as not to disrupt the switchlng

systems. (1)

On the other hand, volce converted Inte digltized signals by
computer techniques becomes totally Invisible in the bitstreanm,
Therefore, In the future it Is expected that the dlstinctlons

between volce and data clrcults may disappear. (2)

The present separation of volce and datz trafflc Is driven by
economics more than by technology. The voice networks® Inherent
deslign and its pricing structure are based on an average overhead

which covers connection costs and typlcal holding times for a

(1) Hence, low-speed modems may not be Interchangeable beftween
national public networks. This coauses a certaln level of
Inconvenlence for the users of portable terminals, and has been
cited by PTVs as a resson to prevent arbltrary data connect]ons
to the networke.

{2) The distinctlon between analog and dligital transmission has
been muddied by the new technologles. All telecommunications
using electromagnetic energy, whether by wire palr, wla radlo
beamss, or on |light waves, are modulated and therefore must be
termed “anslog”--even |If +these waves carry only = digltal
bl tstream. Since the demise of Morse talegraphy, DC pulses are no
{onger transmitted long distances without some form of
moduiation. On the other handy with the rapld progress towards
digltizing all signals--volce or data--in order to take similar
advantage of efficient utilization of computer switching and
slgnal enhancement technlgues, all Iilnks xli1l alseo be digltal, as
well as analogs [See, Davies, Donald W., and Derek L. A. Barber,
Comaunications Networks for Computers, New York: Wiley, 1973,
chapter S5y which indicates the technical commonality of analog
and digital transmission on modern networks,? MNot only can
digital voice be merged Into the digital data or video bitstream,
but the network is a processor, too. Codes are converted, routing
and content may be altered via on-llne “microprogramming,™ and,
in essencey the network becomes a virtual extension of the host
computer.The discussion of "record™ vs. “wolce” carriage, may
then become In many applicatlions one of mere semantics.
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circuit, This pricing system Is thus unsulted to elfther very
short messages or data bursts (overhead too hight or for long
messages (charges per unlt of connect time too hight. The
development of digltal logics and the fow cost of microprocessors
replacing the minicomputers which formally funct ioned as
“¢tront-ends™ for communications to host computers, has begun fo
blur the llnes between the use of data, ¢telegraphy, and volce
clrcults for computer commualcations. Furthermore, Lt |S possible
that digltized voice and data traffic may be optimaily handled In
a singte mixed bltstream, particularly In expanded corporate

telecommunications networks which will flow over natlonal

boundar les.

Any regulations appliylng separately to those ftlows, would then
require the applicatlions of some form of content analysis. Such
techniques of government review of the content of the flow ralse
even more dangerous issues of [nvasion of communicatioms privacy

than those freguently raised regarding trans-border access to

personal data files.

Simply stated, In the proximate lufurQ, the only wmethod of
determining whether data 1s being transported across national
boundar les in contravention of some national restrictions wii! be
some form of wiretapping} and for ftull controle that wiretapping

witl have *to be on a gross scale covering all trans-national

telecormunications traffic.

o i
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2«2 Protocolsy Cryptography and Interconnectiont

In the discussion of International protocols one notes a
frequently expressed desire that data flows be transparent as to
content and form, for restrictions can undermine any emgineerling
effort either to innovate or to propagate universal standards of

transmission and network intferconnect lon.

Buty protococls can also blas cholces of hardware. It has been
suggested that the wuse of nmicrocode for Interface between
"intelligent terminais™ and high-level datallnks could constrain
manufacturers. Such microcode In computer programs (S necessary,
however, for the error-correction and cryptographic functions of
high-speed data ftransmission, as wel! as for other control
operations. (1} Another example has been the rather siow merger

of Telex lor TWX) and computer data transmission technologles.

(1) These concerns have been volced In discusslions of the Data
encryption Standard belng promulgated by the U. S. Natlonal
Bureau of Standards, and the System Network Architecture concept
of IBM. See Solomons Richard J.y Mini-Micro Systems, February,
1978, pp. 22-6+ Computer Securlty Hewsletter, (Computer Securlty
Institute, Northboro, Mass.dy Sept/0Oct 1977 and Nov/Dec 19773 and
Datamatlon, March 1976y DP.164~-5.

(2) The woridwlde standard message system, is pooriy adapted teo
the computer age for a number of technical reasons? slow speeds)
no error-correction codes} l|imited character sets; and generatl
lack of compatiblilty with data processing technology. The North
American TWX and Telex systems were Interconnected oniy by
governmental flat, and then only wla a store-and-forward
computer system with little flexilbillty. This was a case of poor
coordinations; sade more exftrese since the systeas Mere
lmplemented or modernized In the early 1960°s, vyet did not
anticipate the potential of computer-coasunicatlions.
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2 So Issues of standards are fraught with possibitlties for
restricting data flow. And even |f conversion becomes relatively
easy wlth microprocessorsy, that does add to the cost and
complexitles. (1) Among the converslons made rejatively cheap by
the development of microprocessors is encryptlon. (2) Some kinds
of data communication are quite incompatible with attempts ¢o
regulate encryption. In a packet switched international network

the individual packets are relatively meaningless and travel
through the system In random routes. Amy attempt by one country
to restrict the code that was allowed to pass through Lts nodes
would be unenforceables or If an attempt was made to enforce ift,
would prevent the operation of the packet net in that country,
Thus from a technical point of view, freedom of encryptlion has to

be allowed on such a net,

From a poelicy point of wvien there are many advantages, as well as
some dlsadvantages that follow from that fact, With recent
development of one-way codes 1t is possible to send a bit streanm

that Is virtually undecipherable unless one has the key. (3

(1) Interconnection of communlcatlion lines has always requlred
a large array of technical parameters to be normalized. For
voicae, fines have had to be buffered and Interoffice signalling
made compatible with each switch and with caeartain {ine
characteristlcs. Data transmission over fthese networks had to
take Into account specific englneering parameters which wWere
Intended to economically enhance voice message traffic. However
the potential of modern of all-digital networks Is that they may
transform the balance of such compromises. Network design could
then become easier for Innovative services in the future.

(2) For turther discussion of encryption Issues see Section 6.4
be fow.

{3) Gina Bari Kolata, "Computer Encryption and the National
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That permits virtually absolute privacy or security ot the data
transmitted, at Jeast from the point of wview of the parties

possessing the code.

Others may worry that Included in this technologically secured
data may be Information infringing someone else's privacy or
property. Thils dilemama makes clear that technlcal securlty alone
is but part of the problen. Technical security of data |Is
achievable at a price, {4} but 1Jegal and moral considerations
enter Intfo the decision as to whose secwulty or privacy to

protect by Infringing someone elses.

As always, the cholce of technlcal solutions may be Influenced by
political considerations. For example, in North America,
anti-trust measures have plaved a definitive part In structurlng
various voice and message services; whille In Eurocpe, a maljor
consideration has been the protection of communications revenue.
The Vaddltloﬂ of content restrictlons on trans-border
communications would add another consliderable level of magnl tude
to the problenms already extant in International

telecommunications englineering.

Securlty Agency Connection®”, Sclence, vol. 197, pp.638-4401
Martin Gerdner, "Mathematical Games! A New Kind <« Cipher That
Houtd Take Milllons of Years to Break,” Scientiflc Amerlican
Richard J. Solomon, "The Encryptlion Controversy™, Minli-Mlcro
Systens, February, 1978, pp. 22-26,

{1 Cf. J. Martim, Securlty, Accuracy and Privacy In Computer
Systems, Englewood Cliffse N.J.t? Prentice Hall, 1973. Lsnce J.
Hoffman, Modern Methods for Computer Security and Privacy.
Englewcood Cliffsy N.J. Prentice Hall, 1977.
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3. CAPACITY PLANNING

3.1 Physical Plant

A second area In which International agreements, and. also
International organization are necessary Is the planning and
organlzing the physical facilitles ower khich transborder
telecommunications flow. The problems, even between cont iguous
countries, are slgnificant, but they are farger for

Intercontlnental comaunications via cables or satellites.

3.1+1 Cables vs. satellites.

International capaclity planning has been ef fectively carried out
In the past by fﬁe carrlers themseives with 1ittle outside
interference. International traffic has been profitable so the
PTTs were generally wiliing to make the Inwestments necessary to
cafch up with demand. Cables were (ald by international
consortia, the fiction was malntalned that omership of the
circult was divided at the midpoint? payment arrangements were

worked out by the carrlers among themselves.

Hith the coming of satellitesy, the non-technical planning
probiems became more complex. Decislons had to be made about the
balance of Investment and traffic between satellite and cable
facllilties. These are put In places owned, and administered In
different ways, with the result that the divislon of Investment

and traffic affects different interests differentiy. The service

Gk DSTI1/ICCP/78.21

the two modes provide Is not identical. For example, cables are
lald along the heaviest traffic routes and may serve them’  well,
However, places off those routes could be served In the cable era
only by Indirect routing through transit nodes. MHIth satell]tes
all points on one half of the earth are equally {lIlmkable. The
World Cup matches In Buenos Alres could be seen In North Africa

wil thout going through New York and London.

Security conslderations also enter, Redundancy of systenms
provides insurance In either natural or man-made disaste~s. This
conslideration may lead to having facillities that are otherxise
less economic fthan the alternative and arbltrarlly routing sonme
proportion of traffic over each system. In the light of security
conslderations, allowing traffic to go either over cables or

satellites, whichever [s cheapery, Is not necessari{ly sound.

In the United States, the probiem of cholce Is made stilf more
complicated by rugdlaforv differences between the alfternatives.
In most countries the half-clircuit from the sateliite to the
ground fink, and the ground link [tselfy 1s owned by the same
organlzation that owns the cable, namely the PTT. In the United
States one companys Comsat, owns the half=-circult from the
satelllte, ownership of the earth station Itself s shared, and
the carriers (AT L T and the Internationat record carriers) own
the cable. Since the FCC's rate regulations are based on rate of
return on Investment, it makes a considerable difference to the

companles whether Investment Is made In cable or setelllte
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facilitiess It is to the carrlers advantage to make the case for

cCable use,

The Inadequacy of the present arrangements for capacity planning
was brought home forclibly by the TAT-7 case. [The Amerlican
carriers and thelr CEPT counterparts In Europa, after a 1long
negotiationy arrived at an agreement for a new trans-Atlamtic
cable., It would be fair to say that most of the push for this
scheme came from the American slides and that the European
partners were In some Instances persuaded t© go alomg with the
plan. In any casey the partners put a rather large amount of
time and money into working out the arrangements, When alli nas
concliuded and the agreements reachedy, the American carrlers
submitted the proposal to the FCC which turned It down on the
grounds that satellite circults could meet tha demand more

economlcally.

The economics are compllicated and cannot be Judged here. Even if
the FCC Is right in that jJudgment, howevers it Is clear that the
procedure is an unfair one to the European partners. They in each
case represent their governments, and when they reach an
agreement [t Is an official one. The American carrierss however,
are private firms and the agreements that they reach have no
binding effect upon the government. Nor is the government ready
to give any kind of decliaratory Jjudgment In advance. The FCC acts
on fully worked out applicatlons brought to [ft. It Is mot a

planning body to gulde the prilvate carriers in thelr progranm
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development,

The situation Is unsatisfactory. The mismatch can be corrected
onty by leglslation In the USA., Other natioms have a distinct and
leglitimate Interest in asking for and Influencing such
ftegisiation. OECD would be a praper forum in which to explore
what sorts of International Institutions would be appropriate for

International facilities pianning.

J3ele2 ¥Yolume

It Is worth noting that the growth rate In demand for data
communications is qulte different between countries, and that the
expectations of planners as fto the Ilkely rates of growth are
even more dlfferent. Exchange of Information, nmultinational
studles, and study groups may help Ia harmonizling the
expectations on the basis of which capacity planning takes place.
ITUs OECDy the European Community and other Internations! publlic
and private organizations have played an Important role In

producing shared understanding.

At the same timey It must be recognized that the differences In
expectations are at (least as much differences In Intentlions as
they are differences In perceptlons. Large scale expanslon of
international data cosmunication implles prioritles in investment
and changes In policles which are seen differently In different
countries. Countries differ iIn their willingness to (import

computing and data handliing equipmemt, to sllocate Investment
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funds to long-ilnes vs. local services, to allow the growth of
private enterprise In interconnected value=-added servicesy and to
allon users to experiment with thelr own interconnected terminat
faclilties. The rate of expansion of data communicatlon depends
on llberality In such matters, so it Is not Just a dlfference In
torecast, but a difference Iin policy that underlles dlfferent
expectations as to the likely rate of growth, and therefore In

what must be planned for.

Je1.3 Direct satellite llnks

Perhaps the most radlcal change |ikely to occur sometimes [n the
next decade or two in Internatlonal data links Is the emergence
of direct satellilte services (such as the US domestic Sateillte
Business System plan) that would connect small rooftop antennas
wlthout golng through the domestic terrestrial system at all. No
such system |Is currently up for consideration Internatlonally,
However, If that Is as economical for some uses as [t seenms
tikely to bes no country Interested Im wmalntalning Its own
productivity will be able to flatiy reject the development of
such systems just because they will cause drastic changes for the
ex isting communications (Institutlons. (1) We have generally
assumed for the near future that most international

data communication in areas as densely populated as

(1) "Ainsi le satellite rendra possible I1°&misslon [ndividuelle
de telecommunications. Face 4 ces possibil iths, i1a protection du
monopole ne reposera plus que sur des armes Juridigques, donc
fragiles et temporalires.” Nora, gp. Clies Pe 2h.
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Europe wllt continue to travel over publ!lc switched se~vices or
public leased lines of the domestic carrlers. However, a growing
part of the internatlional trafflc may be expected to operate over
circuits that make no use whatever of the domestlic carrier's
facliitles, but simply go from the sender’'s earth statlon to the

international satellite and down to the receiver®s earth station.

To the extent that such circulfs come Into use, Internatlonal
faclililties planning consists of planning the co-operatlve
international satelllte system, be It Intelsat or something else

for particular reglons iIn the future.

Inteisat has been a great SuUcCcess. Fen international
organizations work as well, It has not only operated without
polltical rancore but It has also been a financial success. Its
use has grown steadlily, Its rates are talllng, It Is moving
forward technologicaliy. Intended primarlly for Intercontlimental
communication, it is now providing links for domestic

service in 17 countries too. (1)

The success of Intelsat In the *“60s and *70ss however, does not
guarantee that 1t wlll meet the problems of the "80s and *90s.

That depends upon political declsions. There Is every reason to

(1) Algeria was the first. By use of an Intelsat transponder (it
was possible to link several Sahllilan cities In the interior with
the caplitai, bypassing E large Investment [n microwave
faclliities. Several other developing countrles have in a simllar
way Jumped vyears of terrestrial system development by going
directiy to satellite |lnkss which (except In the Indoneslian

case) were Intelsat,
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believe that the most economical way of providing sdded Iong
distance International commumlcatlion wllil be by satellite iinks
using targe multinational space platforms. Indeed the current
technical literature contains frequent discusslons about future
swltchboards In the sky. There seem to be conslderable sconomies
of scale In satelllte systems and little economic Justiflcatlon
for having nuserous national satellltes. Thus there Is a clear
function for Intelsat or reglonal satelllite organlzations teo
provide direct Ilinks to ground statlons from high powered
satelllites. It remalns an unanswered poiltical question how
rapidly and freely Intelisat will be allewed to move Iinto that
activity, or what other kinds of competing entitles there will
be. These are Issues that will enter the agenda of various

International organlizatlons during the next decade.

3.2 Yariffs for internatlional data communicatlion

Ity as we have suggested, there Is much uncertainty about how
rapldly the Institutions for International data communication
will be funded in different countries and allowed to grow, It ls
in part because of the rate structures that will! be Imposed.
Tarlfttfs constitute Important Institutional and political

determinants of the use of transborder data faclifiitles.

For the most part, thelr rate setting for transborder data flows
Involves the same famiilar problems as rate setting for

International volce telephony and Internatiwnal leased Ilnes. In

e i DSTI/ICCP/78.21

each case the rates for the two domestjic legs of the transmisslon
are set by each country according to iIts policlesy though a major
effort Is made by the carrliers to negotiate rates that will be
roughly the same In each direction. In all those situations there
ls an Issue as to whether tariffs should reflect carrler costs or
whether they should reflect the value of the service to the
consumery [.e. what the traffic will bear. In most countries the
latter Is the policy: and International rates tend to be high
compared to domestic rates. In the USA, because of a preference
for promotion of competition, the FCC has been presslng toward
rates more closely allgned wlth frue costs. (1) In most
countries where the carrier Is a government monopolys the pollcy
is to earn a surplus on sophisticated services whee that can be
doney, SO0 as to use the revenue to maintaln the necessary public
services that lose money, such as postal service or rural
telephony. In such government mongpoly systems too, the rates
are often set fargely by the carrier itself, and so there |[s a
strong motivation not to allom new services to force old services
into the red; ¢thus telex is apt to be protected from the rapld

infiux of cheap time-sharing mallibox systems.

The question before us In this paper Is not which pollcies are
wise or econosically deslrablie, but whether there Is any need for

co-ordinatlon or harmonlzation ofi inese pollcles internationatiy

(1) Any other arrangement leaves pockets of hligh return and other
pockets of [ow return or evemn loss, thus Inviting creas skimming
competition In the high return areas.
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to any greater degree than Is now the practice. For leased Ilines
or switched circuits there s no obvious case for greater
co-ordination. User and vendors who have an Intferest In the
raplid development of data communication can make a strong tase
that many countrlies are setting rates at wunreasonable levels
which dlscourage progress. It [s, however, a domestic matter, and
no special International problem IS created by the fact that data

comsmunication rates are high in one country and Jow In another.

While that is so for rates on private Ulines or on dial=up
suitched clrcults, international packet nets are ajother matter,
Rate settlng for packet networks present some new problems since
traftic over the net follow random routes. There 1ls no telling
what countrlies the packets that make up a message have been
through. PTTs might concelvably charge different amounts per
ki tometer within thelr territory for the leased lines that the
packet net requlires. As fong as rates are not volume-sensitlive
then there Ils no problem to that. Howevers for publlc packet
r2tsy or 1f the SWIFT precedent contlinues to be folliowed, for
prlvate nets toos the amounts charged users per packet could not
be a function of the countries traversed. That means that the
co-operating carrlers would have to find 3 nex system 30th for
division of the revenue and for charging. Thare are many
possibilitles. Revenue could be divided according to the wvolume
at Input or output, disregarding the nodes traversed. .Or it
could be a functlon of the kilomaters of route within the country

-- at leaast for terrestrlals though not for satelllte systems. Or
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it could be a functlon of investment In the system. Or it could
be some complex functlion of all of these and other
considerations. What a particular user is charged for a packet,
in principte may differ from country to country. {owever, there
Is the usual problem that IY rates In two directlons on a single
route are different, people wlil 7ind ways to origlnate trafflic
at the cheaper end. Also, uniess the added charge at one node Is
simply a tax or surcharges It becomes part of the total revenue
and presumably largeily benellts other countrles with which the

earnings are shared.

None of these probless are Insoluble or even extraordinarily
difticult, but they are newy and being new they do call for
continuing Internatlional discussion until they are worked out.
They are, of course, now under active dilscussion among the
carrlersy tor International packet nets are rapldly coming Into

active use.

The most Important recent decision made regarding them was on
SHIFYTy the Interbank clearance network that was established tast
year. At the time of its planning, the banks <lculated what
they would save by creating a private line packet network rather
than using mostly telex as they had in the past to report the
dally clearances. Shortly before they were to go Into operation,
howrvers the CEPT carrlers decided to deny them service at the
established private line rates, and to charge them, instead, =a

velume-sensitive tariff, the cost of which would be Intermediate
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between what telex had cost them and what private Ilnes would
have cost them. The PTTs were unwilling to accept such a farge
loss of revenue. Furthermore, the SHIFT declsion was generally
viewed as a precedent for what should be done with regard to any

future regquests to establish dedicatsd packet nets.

The banks and other private llne users have vigorously protested
this declslon. It is not for us here to consider the merits of
the case, but only what is at issue. The proponents of private
tines argue fthat such facliltles permit large users to develop
technologlical iy sophisticated communications systems and thus ald
productivity and economy. The opponents of private Ilines argue
that the economicaliy powertful farge us‘rs are sconomizing on
thelr communlcations costs at the expense of the PTTs and thus at
the expense of the small user who must pay more of the ftofal.

Both arguments are In part right and In part wrong.

It is true that the abolltion of fixed rate leasec lines and the
Introduction of volume sensistive prices will make it lass
profitable for large users to develop high speed multiplexed
communicatlons networks. However, the effect of a change to
" wolume sensltive rates Is not llkely to be that the blg users
spend less on comaunications technology and pay more to the PVTs.
The effect Is llkely fo be that they Inwest In di fferent kinds of
communications technologies S0 as to keep their bilis low. Nith
fixed rates for leased lines, the technologles that pay are ones

for pushing more traffic through the same clircult. With volume
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sensitive ratesy the technologles that pay will be ones for data
compression and other means that allow the same Information to be
conveyed with less bits of traffic. Distributed computer systers
will play a particularty I[mportant part In such a situation.
Data will be processed extensively locally on nminlcomputers so
that only the heart of the data has to g0 onto the
telecommunications Iines. In short, wvoluwe sensitive rates are
Ilkely to end up being good for the computer Industry, less good
for telecommunications equipment manufacturers, and no better for
the carriers who wiill carry less traffic at higher returns per
bit. For the large users the costs perhaps end up acs no different

once they have gone through the trauma of a major change.

These Issues are ones that are already under actlve discussion In
the cosmunity of carriers and telecomnunicat ions users,
Continuatlion of the discusslion in mays that wlll lead to greater
clarity and to an evironment of confidence lboht the stabllity of

the rules of the game is Important to the development of data

communications.
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4+ TRANSBOIDER MOVEMENTS OF NON-PERSONAL DATA

Commercial security [s a priceable product. It IS, as we noted
above In Sectlon 1.3. significantly different from the persoral
prlvacy of human third parties who may need government protect]on
to secure themselves agaimst intrusions by others. Private
citizens are often weak and easily victimized. That Is not the
situation of business enterprises that choose to use automated
files. Such firms may be presumed to be capable of making a
rationai choice about the level of security that they require,

given that they need to pay for It.

As a Secretariat Note on the former DECO Data Bank Panel salids
Protectlve measures are generally expensives and Increase
the costs of the processing and transmilssion of data.

He would argue that, In the absence of externalitles, no standard

of securlty of computer flles need be Imposed on enterprises.

Unless there are externalitles, each enterprise should be allowed

to undertake to buy as much or as l|ittle securlity for its records

as It wishes.

Two main externallties from data transactions come easlily fto
mind. One of these, invasions of the prlwacy of third parties,
has been widely discussed elsewhere. The other common externallty
ls the consequences of tampering with the records of customers

and suppilers, i.e. fraud against them.
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In the latter case a third party may suf!er financial 1loss from
the carefessness of those who allow files to be mishand!ed
Suppose, for example, that a bank takes the rlisk of Inadequately
securing Its records} that could lead to an Invaslon of the
privacy of Its depositors or also to steallng from thelr
accounts., NWe take It s not self-evidently a matter of public
concern to profect the bank itself from Its Iimprudence; natlional
policles wlil dlffer on that matter. It Is much more clearly a
matter of public concern to protect the depositors who may be the
innocent victims. They can be protected in a varlety of ways. A
bank can buy Insurance, or It can choose to reduce its Insurance
costs by iInvesting In data securlty. Some governments would
regard that choice as a matter for the bank |[tself to declde!
such governments would {imit themselves to requiring that the
bank be accountable to its depositors for thelr funds. Other
governaents, however, wil! feel a responsibility for determining
that the method of protection chosen by the bank be an adequate
oney, and wlil speclify bank practices ‘o be used to protect the

depositors.,

S50 with gowernments differing widely in how they see their role,
It seems impracticabie to expect effective substantive standards
to be set by Internatioral agreement. Government policles and
standards on such matters as the method to be used for protecting
bank customers will be more easily and more Intelilgentiy set by
domestic than by Intergovernmental processes. OFCD and other

international organizations can serve as forums for the exchange

opie i Sk b s S ST N TR RPN, e



- 55 DSTI/ICCP/78.21
DSTI/ICCP/78.21 - 538 -

tuding?
of experlence aoout these difficult questlons In a i e s "

parliod of

obtalning thelir data from several competing data sources so

rapld change. Also they can serve as forums for the Ironing out | no-one has a consolidated record of thelr requests:

bt B TRt of SNeh others laws. Each fillng thelr enquiries for data under varlous separate and

dlsgulsed accounts;
country could adopt a law making It domestically Illegal to

blanketing thelr enquiries In the <cthatf of additlonal

atteapt to wiolate certain forelgn laws by telecommunication from meaningl ess enquiries, efc.
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its own terrain. An agreement for such comity does not require

A1l these strategems cost money, but the charge Is assessed on
agreement on the full substance of standards. It is not clear

those who want the protection; imposing standards, on the other
that, for non-personal datas anything Is galned by seeking to
hand, levies the charges on others who do not share the need.
establish any more detailed standards than that.
rations ajilitate agalnst compul sory minlmum standards
The question of the usefulness of protection standards for Such comaive .
- nal data bases where no weak third parties are
non=personal data Is ralsed In Section 18 of the Secretariat for non-perso
n In such casesy In which setting compulsory
note. It observes that logs of i Jeopardized Eve

standards would be overprotection, governments and internatlonal

P e T e, MEinie Infeeetio organlzations have a role ln educatlon and in clarification of

o B oot o s ol o gl Purposess might be these {ifttle understood Issues. Symposia and publications can

i misused for monitoring of research activities of cCompeting help enterprises and Institutions become more aware of what the

; T e e e taees the enaulry records novel problems are and what solutions are avallable. OECD has

3
In Information systens aignt compromlse the *privacy® or already played a very significant role In bringing these nex .
proprietary rights of Industrlal tirms or research Issues Into the limellght. (1) 1In the chart we presented In the
organizatlons.”

tive controls
1) ¥While the principle may be accepted that restric
:rc needed onily In the presence of external ities that hurt weak

? R TIER N i HER Bretstion of victimsy, the lines are not always easy to draw.

] PRI . .y . S neriens v net sses The Secretariat Note mentions the difficuitles of separating

i from non-personal data. Access logsy, for example,
2::::?:ur. personal flles too though they arise from oaperations
on non-personal data. Insofar as these records constlfute
abusable records on cltizens, they are back In the domain |ol
personal records, subject to azpropriate concerns. This problen
Is exemplified by the famillar practice of selling of wmalling
fists. A 1list of those who had accessad data on 8 given subject

{

appropriate objective for internatiomal caoncern. it such

institutions believe |t Important to keep imgs of their enquirles

Secrety and If they distrust data base Ranagers, they are

perfectly capable of protecting themselves at a price. They have
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introduction, noted that for data that does not deal wlth real
parsons Individuat protective action by which Instltutions would
secure thelr own data. But Institutlons too, as well as real
persons, face problems concerning fraud contract enforcement,
intellectual property and payments. He turn now to consider the
requirements for International cooperation In those areas where

law enforcement Is vital.

would be useful to advertisers with a simifar product, Such use
of a malling Iist can be a useful service to those on [t -~
bringing things that they are interested In fto thrdr attentlon =-
or It can be a nulsance. Different internatlonal jurlsdictlions
may see that balance differently, but Insofar as personal data on
database users 1Is what Is being used, all! would probably agree
that It Is an appropriate matter for publlc concern.

YThus while data bases may generate mixes of botFr personal and
non-personal data, it would seem to be the former that are
generally the major subjects for regufations that set sscurlty
s tandards.

-
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S. CONTROLLING COMPUTER FRAUD

One problem that may emerge with the spread of Iinternational
computer networks Is that of lilegal actlivities conducted at a
distance, outside of the effective centrol of domestic
authorlities. An image has been created by the popular press of
computer criminals working In thelr basements with sophisticated
electronlicsy connected to telephone linesy and making distant
computers enrijich bank accountsy steal datas, or manipulate
information. This 1Image has been (further dellneated by the
revelation, at least In North America where the telephone systen
In the past has used In~band signalliing almost excluslwely, that
computerlized devices can be used to dlal free telephone calls.
It has also been fostered by anxiety about the growth of

tellerliess banking. (1)

{1) Cf. Ralph Blumenthal, "Electrenic Frawud Accompanles
Tellerless Banking™, New York Times, Sunday, March 26, 1978, p.
i1« The story starts with characteristic alarmy, which when It gets
to the facts shrinks to considerably more modest proportions.
"E lectronic fund transfers,” [t beginsy, *“which havre begun
revolutionizing consumer banking wlth automatic tellers and
2h-hour cash-dispensers, have also produced an unwanted
breakthrough == electronic fraud and erbezziement.... Thousands
of such frauds have already occurred In the United States and
abroad.™ Then It goes oni "However, so far, apart from several
sensational cases of corporate computer fraud Involving many
milllons of dollars, almost all the cases touching on the
consumer Involives the more Ilimited theft and misuse of chash
dispenser cards.... Overall!, compared with the nmlillons of
customers who line up uneventfully nights and weekends to use the
convenience cash dispensers the Incldence of victimization
remsins miniscule. While some experfts are concerned, banking
ofticlais do not appear alarmed..o.

One estimate puts the total nationwlde foss at $2.5 wmilijlon last
year <~- gegqual to about 10 perdent of the far more spectaculer

s
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Whlle computer crime is not to be minimizeds we should reallze
how difficult [t 1s to make a computer do what a programmer
wants 1t to dos even wilth access to proper documentation. It |s
even more dliffticult to mount an unautherlized attack from the
outside that would successfully penetrate a complex system.
Unauthorized access requires elither the patlence of a sailnt, or
economlic backing sufflclent to unravel the |Intricacies of a
computer®s programming web. Thus crimes In which computer
manipulation Is central, when they do occur are likely to be
manipulation by Insliders or by quite sophlstlicated organizatlons
ilke governments, rather than trickery by mere clever outsiders.,
In the cases to date, the evidence has shown that there has been
some Insider involved. (1) Those crimes may be of relatively

large magnitude, even 1f uncommon,.

Several possibilities for securing banking systems and other
holders of entrusted wealth against remote “tampering®™ may be

more feaslible than frying to achleve a mult j-nationnl definitlon

of a criminal code.

convent jonal bank robbery losses.”

With 7729 cash dispensing machines Installed In the US, this
amounts to about $325 per machline per annum. The examples of
crime described all involve misappropriation of the customer's
card or Insider sction.

(1} Donn Parker, Crime By Computer, New York?: Scribnersy, 1976,
describes a host of real scenarios where criminals managed to
utillze flaws In programming or physical security to peanetrate
computer systems. None of the protaganists were "nalwve™ In any
sense of the word, but the victims often fefi Into that class!?

o By DSTI/ICCP/78.21

(1) Secure encryptlon of transmission. (1)

{2) Agreement on origin ldentiflcation iabeis, secure
against tampering, and capable of standing up in natlonal

courtse.

(33 Increasing the liabllity of fiduclary Institutions for
stolen or distorted data that they hoid. Bankss for example,
It properly reguiatedy should not escape responsibility It
their electronic funds transter systems (EFTS) are
manipulated from outside the borders. With llability thus
impinging on them, the Industry would have to acknowiedge
the true costs of data communicatlens, and deslign proper

safeguards or be penalized.

Monitoring of dafa fliows by external agencles is iilhely to be no
more aeffective for Iaw enforcement than would be testing a
river®s estuary to prevent water poliution? better to control at

the source by lmproving banking practice.

While evolving computer technology coupled with the new data
ne tworks willi cause novel problems to those In finance
responsible for the secure custody of funds, the headaches wlll
noet be of previously unknown kinds. The patterns of fund

handl ing from the past may speed up, but the menacwment of funds

(1 Cf. Sections 2.2 shove and 6.4 below.
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will stii! be best done by vigitant bankers, encouraged to be
vigilent by a system of responsibltity. The best way to handle
the ' new eiements Introduced by EFTS 1Is to educate those who
already understand thelr Industries best In the new technlques of

data communications.

The reader wiil recall that In a chart In the Introduction we
listed some areas of regulation and some approriate types of
international action. With regard to data regulation for
preventing fraud, howevery, we labelled the situation as too
complex for a one word descriptlion. The row in the chart was as
follows?

Area of regulation Type of Internatlonal actlion

For data on For data on
Real Persons Legal Persons
f0ata regulation
for preventing
fraud T Comlity

What we now present as approprilate areas for International action
are a couple of speciflc data rules?! to allow encryption and set
standards for orligin Identificatlon labels. (1) Computer
iabelling of origins of messages may seem !|ike a purely technical
matter, but It has substantial slgnificance as an approprilats

comprorise between lack of control of fraud on the one hand and

(1) In the design of most telephone systems no provision was made
for cognlzance of the orlgin of calls received because the
information was not needed for billling purposes. This has proved
a major error from the viewpoint of flaw enforcement. That
mistake need not be repeated with data networks.

w5 = DSTI/ICCP/78.21

censorship on the other. Securlty of data, llke the seallng of
envelopes, protects lawbreakers as well as law ablding persons.
That Is one of the costs of privacy. 1If, however, It Is felt
that there nmust be some way of keeplng frack of who I=
transmitting potentlally improper messages, the obvious
compromnlse Is to keep track of some external label on the trafflec
{analogous to the outside of the envelopel. If that s to be
required (perhaps only of tratfic of certaln kinds of
Institutions such as banks), then there must be agreement on the
form ot the identiflcatilon labely, and standards for It that would
sarve to make (t relatively free from tamperings, and capable of

standing up in natlonal courts.

Primarily, prosescutlon of (raud depends upan domestl|c law
enforcement In varlious countries and therfore on comlity In legal
relatlons between countries. In particular where the victims may
be Iindlviduals who lack the resources to brlng clivil sults In
foreign courtsy, a strong case could be made for International
agreements to helip protect Individuails from vicitimization. So
we ldentify this area of fraud -- along with the protection of
the privacy of individuals -- as one that ‘tay well requlre
further study of what protections are needed. In particular |t
would be well for OECDO to wmonitor what happens as computer

ne tworks spread, and to keep an open mind as to what

International actlons may be needed.

o
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For the moment a clear requirement exlist for the development of
comity betuween nations In law enforcement against fraud by data
communication. The word “comlity"™ Is one we have used saveral
times but not explaineds We turn now to explain it and Its role

in law enforcement.

=Y = DSTI/ICCP/78.21

6« ENFORCEMENT

6e1 Criteria for Actlont

Several criteria may gulde us In evaluating proposals for
International agreements. One of these Is to minlmlze
International action. Even 1f [t be concluded that soclal welfare
Will be served by actlons we postulate that In a world of
natlons, actlon should be left to each Individual nation, unlass

there Is some compelling need for co-ordination.

Another criterlon Is that most Internatlonal agreements should
sustaln rather than supplant domestic laws. Some Internatlional
agreements, such as those settling englneering standards,
constitute a kind of international legislation (evear If they have
to be nationally ratifled) In that they reach a fixed conclus!on
as to the content of what should be done. Other Internatlional
agrasments, such as copyright conventions, In general just
provide a mechanism by which laws adopted in different countrles
can be made effective against evasion abroad. Under the principle
of minimizing international actlon, preference should be glven to

agreements that sustaln domestic laws, Iif that will do the Job.

Aslde from some rather Important engineering standards, it is
hard to think of areas In which Internat lonal co~operation for
transborder data flows requires substantive uniforalty of
practice among the countries Invoived. For the rest, the kind of

co-operation that seems to be required Is agreements to support
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the domestic law ot different countries against attempts to evade

those laws by operatlons frem a distance carrled on across a

border. An essentlal comdition for thls kind of agreement is
that all| partles to it regard a particular genus of actlon as
itlegaly, A country will not generally e willing to help another
country prosecute an action which the first country regards as
proper or even laudatory. For exampley, a country with free press
wlii! generally not be willing to help a dictatorshlp prosecute
its dissidents for publishing, nor will a country that bars
raclal discrinmination help another enforce laws s'ppressessing a
minority. #While there must be agreement by both countries on the
need to forbid the general category of activity, the detalls are

feft to each to carry out In [fsS onwn way.

6.2 Areas for International Actiont

One can suggest a number of areas, all of them concerning law or
contract eanforcement, In which the kind of agreement that we are
here describing -- without speciflic international standards =--
might weil be considereds In particulart

1. Locus of llabliity: If in an lllegal actlvity or
contractual liablilty, data is physilcally 1ocated In one
country but accessed from anothery, where has the offense
taken place and who prosecutes or sues? The probliem will
become more complex when, In the 1{980°ss, we enter an era of
distributed data bases. Analogous problems have been met by
courts In the case of malils and telephone, (1) but In some
on-ilne computer systems such as EFIS they become so

(1) Where, for example, Is a contract made, that has been sealed
orally iIn an international phone call. That old problem that
courts have dealt with since the turn of the Century Is ldentical
to what arises with data networks.
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critical to effective lawm enforcement that formal legal
arrangements among countrles may be desirable.

2« Computer fraudi: While, as we have just notedy, this is
much fless of a problam than some popular journallstic
treatments suggest, computer fraud Is a probiem. To help
meet [ty countries could agree to each Incorporate Into Its
own domestic Jaw @ provislon making it illegil to knowingly
access a computer in another country for the purpose of
carrying on certain speclitic activities that are illegal in
that remote country. Among kinds of activities that might
be listed are such ones as seeking personal Information from
a data base to which the receiver Is not entitled by the
faws of the host country, withdrasing funds from an account
to which he Is not entitled - under the laws of the host
country, or debliting the account of another person without
auvhorlization under the {aws of the host country,

3. Iltegal use of computer faciiities at a dlistance!
Simitarly, a convention could bind ceuntries to each enact
provisions making It lliegal to use computer facllities in a
forelgn country by telecommunications, without legal access
in the foreign country. The purpose of this provision is to
enable facillity owners to enforce their usage charges and to
prevent llilcit access to private facilitles. Howewer, it
could be argued that the computer facllity should exerclse
due care if [t 1s to be protected. That opens wup teo
dlscussion the guestion of what constltutes due care.

4. Contract enforcementt To faclliitate the enforceaent of
contractual agreements between computer or file owners, on
the one hands and their users abroad, countries could adept
laws to glve recognition to Ilablliities Incurred under such
agreements,

S« Relatlonships of public trust? Ther ¢ are certaln
Institutions that have a speclal relatlonship of pubiic
responsibitity to their customers, of a character that is
recognized In almost all countries. For examples banks have
special fiduclary relations with their customers} doctors
have certain oblligations to thelr patients; alrliines have
certalin obilgations fo traveilers. UThese 9o beyond the
principie of caveat emptor under which the vendor Is obliged
only Insofar as he has explicitly contracted. In some such
situations of public trust there could be evasions based
upon transborder telecommunicatlions cperations, A
frequently cited example s that eof dats s=nctuaries for
personal data that It would be 1llegal to use domestical ly.
Another example would be the setting up of auack wsedical
treatment by telecommunications.
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*s. b
When, as, and it any such problem becomes significant, it TS Theanaieny Al The AT Bt ey Be, swndsd by awrs . i

woulild be appropriate for governments to prowide by several wayst
convention for the common mailntenance ©f the standards of
public trust that they share. Since these stamdards ares

specific to particular areas of activitys there Is no way of (1) It economic and polltical risks Justify Ity the user can
reaching general conventions or standards In advance.
Agreements on specifics wlil have to wait until an abuse clrcunvent the regulation by skilled programmlng or
begins to appear, and Its character and slgnificance can be
assesseds The two fields In which causes for concern have manipulation of hardware, by ignoring the regulations, or by
begun to arise, and which might be fruitfully discussed In
the near future are prlvacy and elactranic funds tranfers. making proof before a court of faw either too expensive to

try or virtuaily impossible. The complexlty of programs and
6«3 Olfflculties of enforcementt

cyphers supports the evader.

The kinds of regulatlons that we have Just tisted are relatively

de th
enforceable because they address a systematic pattern of i1legat SER 11 The ragwintions canmet M Sircunvented the user . ey

h t ocessing buslness and ancltiary activities
behavior of a particular kind, and not Just the physical flow of —_— kbt b v r bl

her hose countries that avold excesslve
code on ftransborder circuits. It someone has not pald his i i y . .

2 I tt business clally those hlghl
computing bills, or has used a computer without permission, or CEINIRTENS. WREY. SETRRRY ’ " SR . i

moblle businesses whose maln assets are Informatlon.
has fraudulently manipulated an account, there may ba many kinds . y

of evidence of that misbehavior. The procedures for I am {3) A conbinatlon of the above--that is, there may be a mere
enforcement In such cases are the normal procedures of clwi! or pro forma meeting of the ftrans-border restrictions, while
crisinal lawe On the other handy Some propesals that have been the actual- data processing activity Is pertormed
mades which would regulate transborder data-flows In general can elsewhere.

be faulted as unrelated to particular evils. To enforce a

Such strategles are increasingly difflcult to contain In an ers
requirement that no Illegal data be transaltteds, for example,

of ali-digltal systems and distributed comput ing.
would require monitoring the content that Is represeanted by the

bits flowing over the clrcults. It would require cognizance by : Relevant data may from the start be located abroad iIn places

the authorities of what those bits represented. Such proposals

where it (s legal, and read where Ifs use Is not legal. If the

are virfually unenforcable. Attempts to restrict data that |[s ! data originates where Its use Is not legal, governments may try

flowing acress borders, by specific content or format might have to disalton [ts export to data sanctuaries, but only with limlted

worked (albeit badly) In the 1960°s but will suely fall under SUCCeSS. Data that Is barred from electronic delivery can go
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through the nmalls, and even electronic dellvery rvtannot be
eftectively monitored. A clever evader can send any data abroad
that he wlshes with small chance of detection. A large
organization will be Inhiblited in Its systematjc procedures by
awarenass of regulations, because It has so much at stake [If [t
is caught,. The rulesy, therefore, can have some statistlical
effect, but not more. Experience wlth prohiblitlons on export of

unlicensed personal data is that such rules are hard to enforce,

Furthermore, attempts at regulation often have eftects quite
di fferent from those that are anticipated. For example,
copyrlght and patent regulations require the reveal ing of
secrets, so computer software owners sometimes prefer secrecy to
fegal protectlon, and may even choose not to use the protectlons
that the regulations make avajlabte. Another wunanticlpated
consequence of attempts to police data strictiy cah be to drive
data-using businesses to locations where standarc of regufation
are at a minimum, thus In the end lowering rather than raising

the degree of control.

6.4 Encryptlont

A development that is making control of the content of the bIt
stream virtually |Impossible Is the oprogress of the art of
encryptlion. Encryption Is useful for two sets of purposes] It Is
used to protect privacy and also to aid natlonal security.
However, these objectives sometimes come Into confilct. Some

governments concerned about natlonal securlty, prohlbit
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encryptlon by private communicators, and Indeed Sometlmes Justlty
this action as preventing wvielation of the country®s privacy

regulatlions.

Such attempts by regulation to Increase security of nom-personal
data bases may have Just the opposite effect. To regulate flles
requires knowing what is In fthem. It they are thoroughly
encrypted in high quality code, it becomes Impossible for the
regulators to know what Is In them. It Is therefore tempting for
regutators to prohlblt such encryption. But this eliminates the

use of one of the best protectlons of privacy.

Recent technological developments (such as one-way codes) have
made encryptlon easlery cheapery, and mwre secure than ever
be fore. It seems uniikely now that practical codes can be broken
at reasonable cost. (1) Many devices that were practical for
controiling of communicatlons In the case of hard copy print
outputs, are Impracticai for computer data. In the absence of the
solld evidence provided by the physical written sheet, and
without the point of leverage for enforcement that the printing
press provides, Lt Is far from clear what governments can do.
Affenpis to regulate such things will result [n vast seasures of
government intrusion Into operations, wlth only a statistlical
measure of successy and widespread violations. The conventlon
that many governments adopted In the telcgraph age of allowing

use of cyphers only [f they are deposited with the authoritles is

(1) See section 2.2 above
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Quite unenforceable an data networks.
5.5 A Look Into the futuret

Once text Ils loosed within a computer network, outside of |Its
owner®s filles, it Is virtually Impossible to police it, to know
who has used it, how often and when. We must, of course, . assume
that some persons are motivated to disregard proprietary

conslderatlons. Let us consider what options are open to themt

Person A has legitimate access to a proprietary flle! person B
has read-only access to A's flles and coples the document., B8
transforms its format so that while the content remains the sane
the bit representation Is different? he then purges the orlginal.
B lets C read the reformatted text; C copies It and encrypts It
and sends it over the network to Nj etce. efc. Even iIf tralis are
kept of the accesses to A®s and B°s flles, once the text has been
transformed there will be no record that the new flle |Is
substantively ldentical In bit pattern It Is unrecognizablie. Even
If a censorlous government listens In to what Is transmitted, It

has no way of reading the encrypted material.

So it seems clear that In computer communicatlons, profection of
intellectual property Is golng to be difffjcult, At most
governments may heip vendors to enforce some restrictions on
thelr Immediate cllents. Governments wlll undoubtedly differ In
the degree fo which they choose to support the proprlstary

Interests of data vendors. Hith the exper lence of some decades,
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perhaps some common practices may emerge. In the short run,
however, governments may be expected to adopt varylng taws on
data theft and on contractual ilabliity., In a fluld and novel
sltuations, In a worid of sovereign states, uniformify In such

matters Is not to be expected.
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7« THE BORDERLINE BETWEEN DATA PROCESSING AND TELECOMMUNICANIONS

In varlous countries an effort Is being made by regulatory
authorities to distingulish data processing from
telecommunications services. Telecommunications are typically a
fegal monopoiy; the computing Industry Is typlcally private
enferprlse. However, as the Secretarlat®s Ncte remarks, they
“acquire increasingly similar aspects and interpenetrate." To
avoid encroachment by prilvate companies on the telecommunicatlons
monopoly or encroachment by government [nto computing, the
regulators have trledy, without success, to find a foglcal

dividing line between them.

The US experience may be saen as prototyplcal. The
Communications Act of 13934 Imposes on the FCC the legal
obligatlon to regulate electrical communications, Including the
licencing of carrlers. Hith the arrival of remote computing, It
became apparent that every computer Is potentlally a switched
telecommunicatlons device. In a stand-alone device communications
takes place over Inches or feet, but with remote computing even
that quantitative distinctlon between computing and communication
vanished. Yet the FCC had nelther the desire, nor presumably the
authorlity, to extend Its Jurisdiction to the farge computing
Industry. So, as a means of contlnuing to obey the legal
injunction on it to regulate communication and s Il stay out of

computing, the Comamission Invented a distinctlon, as follows?
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"ee«.Data processing” is the use of a computer for the
processing of information as distingulsed from clircuit or
message switchinge.ee™ ™a..Hybrid Service®' Is an offering
of service which comblnes Remote Access data processing and
message-switching to form a single Intmgrated servicfecess."
"essHybrid Data Processing Service Is a hybrid service

offering whereliln the message-sultching capabiltlty is
incidental to the data-processing function orf pUrpPOSRsess™
(1)

It taken as a serious Intellectual matter, it Is easy to dlsmlss
this classification as absurd. Even as a pragmatic formula it
broke down. An increasing number of real worid activitles fell on
the debatable borderiines. So the FCC has sought another formula.
The proposed definition of computing Ist
“the use of a computer for the purpose of processing
Inforsation whereint {a) the semantic content , or meaning,
of input data is In any way transformed, or (b) where the

output dava constltute a programmed response fto input data.”
(2}

That is no more successful.

It approached quite cold-bloodedly as a device to separate
situatlons that the regulators wish to become involved In from
ones they mish to stay out of, then all these discussions of how
many angels c¢an stand on the head of a pln are leglfinate.
However, no one should belleve that, Lf only one thinks clearly
enough, out there In nature a separation can be found between

electronic communication and computing.

(1) (47 CFR 64.702% also see 17 FCC 2d 587 , “First Report™)

(2) {Docket no 20828, Notice of Inquirys July 29, 1976, FCT6-745,
--Fcc--.
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It is Informative to compare the responsas and replies to the FCC
by the +two principle adversarles, IBM and ATLT. There |is

remarkable agreement between thenm.

Says IBM:3

“The parties who have commented express a clear consensus
that t he definitlons proposed by the Comalssion:. to
distingulsh communicatlons commom carrlage from ‘data
processing® for regulatory purposes are extremely confusing.
sss Most parties agree that thls contusion and disagreement
rezult from a flaw In the basic conceptual approach proposed
== the notion that *data processing® and * communicatlions®
are mutually exclusive and therefore can be deflned without
overiap."™ (1)

Says ATLiT?
"We recognize that a confluence of data processing and
commun lcation Is occurringessse The basis for wmaking
regulatory distinctions cannot be that ‘communlcation® and
‘data processing® are to be considered °*mutually exclusive
activities'sees TO do so would place a desire for
*regulatory certainty® before a recognition of the realitles
of the current state of computer technalogy.” (2)

There also ls agreement between them In arguing that the central

issue whilch the FCC should be addressing Is not the whill! o*the

whisp of a scholastic technologlical distinction, but rather the

question of the proper structure of the iIndustry. Even on that

(1) Reply of Internatlonal Busliness MHachines Corp. Before the
Federal Comamunications Commission, Oct. 17, 1977, pp. 2=-3. At
another polint they repeatt "0Oefinltlons shsuld be designed to
describe realirye. The proposal In the notices Instead seeks fto
mold and thus to alter reality. Virtually all partles to this
proceeding agree that the basic assumption... that It s possible
to classify processing actlivities as elther communicatlons or
data processing based on the nature of the processing performed®
== Is unsupportable.” Ibide p. 3.

{2) Comments of Amerlcan Telephone and Felegraph Co. Bafore the
Federal Communications Commisslion, June 6, 1977, r. 104
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they are In partial agreement. ATLT argues fthat It and ofther
regulated conmunication carriers should be allowed any data
processing activity or to supply any equlpment that may help it
seet "“the needs of the wuser public for more varied and

sophisticated communicatlon services.”™ {i)

IBM agrees. It goes further and proposes that “carrlier entltlies
would be permitted to engage on an unregulated basis In the
provislion of all data processing services and equipment.™ (2)
IBM is asking that ATLY be allowed to compete with It in 811 its
activitles. (3) The counterpart to this pro-competitive doctrine
as stated by IBM Ils to restrict the reguiated monopoly part of
ATIT*s business to transmission alone? with that ATLT, of course,

disagrees.

Thus desplte their Inevitable differencesy thew ftwo {eading
actors In the fleid both recognlize that the attempt to draw a
hard |lne betweem data processing and telecommunications Is an
exercise iIn futlility. They both recognlze and accept the fact
that they are In an era when In many of thelr actlvities they

wiill Inevitabliy compete.

(1) Ibid.

(2) Response of International Business Machines Corp. Before the
Federal Communicatlions Comailsslon, June 6, 1977, p. &.

{3) IBM argues that accounting separatisn of competitive and
monopoly activitles Is zil that is neededy not even aras-liength

subsidiarles.
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Indeed, the distinctlon will become Increasingly difficult to
draw with the Introduction of digital voice and a common bIt
stream of volce and data. Whlle conversion of the vast telephone
plant will take many vyears, the flrst major Installations are
underway. (1) Bell Canada has announced that all new switching
instatlations willl be digital with time divislion switching. Bell
Northern has announced the production of an all digital hand set.
General Telephone and Electronlics Is Installing alt digltal
exchanges iIn small rural offices on grounds of economy. Thus a
movement towards blt streams In which volce and data are fully
merged Is upon wus. With that, the separation of those parts of
the blt stream that are engaged In computat ion from those parts

engaged Iin moving messages becomes qulte impossible.

There are Indicatlions that the FCC itself may be having second
thoughts' about the stress that it has put on the
computation/communicatlon distinction In the past, Iimportant as
it may be for them as a legal fictlon. Th= computer enquiry has
been moving vary slowlyy, and conversational commenmts would
suggest a lack of desire to press into what Is recognlzed to be a

thankless task.

(1) Use of Diglital (PCM) transmission dates back to the early
1960s (n exchange area trunks. The first digltal PBX°s go back
to shortiy after. but systematic replacement of exlsting systems
by fully digital facilities is only now getting underway.
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8. PROPERTY RIGHTS IN ELECTRONIC DAVA

8.1 Some Historlcal Backgroundt?

The concept of copyright is rooted in the technology of oprint.
The racognitlion of a property right Im text and tne practice of
paying royaltles, emerged wlth the printing press. (1) Numerous
coples reproduced In one pliace, made It feaslble to identlfy the
source of the coples and how many had been made. The printing

plant was a practical place to apply control.

The practice of copyrlight In Britalns though not the word, began
in 1557 when Phlllp and Mary In an effort to stop seditlous and
heretical books, ilmited the right of printing to members of the
Stationer®s Company, and gave the company the right to search for
and seizn anything printed contrary to statute or proclamatlion.
Eight years later, the Companys under that power, created a
system of copyright for thelr members. (2) In 1709 the first

British Copyrlght Act for authors was passed.

(1) The Engllish word first appears in 11767 In Blackstone's

Commentarles.
“However, the concept of copyright goes back much further
than Blackstone... In effects thoughs the right onily began
to assume [mportance when the Invemtlion of prnting made the
multiptication of “copies® of a work Infiln]l ®ly qulcker and
cheaper then the painstaking products of monklish scrilbes, as
well as appreclably more accurate than the compositlons of
most professional scriveners.™

Ian Parsons, "Copyright and Soclety,"” In Asa Brlggss ed., Essays

in the History of Pubillshings; Londont Longmam, 1974, p. 31.

(2) Ibidsy pp. 33f.
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For modes of reproductlon where such an easy locus of control did
not exist, the concept of cooyright was not applled. Untll qulte
recently (It w3as not applled to conversatlons or speecnes, or
singing of songs whether in private or In publlc, It was a

speclific adaptlion to a specific technology.

Ba1.1 American Copyright Practlice?

The landmark case In the United States was White Smith v. Apollo.
(1) It denied protection to piano rolis or sound recordings
because they were not "writings" In tanglbta forws, readable by a

human being.

Many new technologles of communication since 1908 were excluded
from protection by that common iaw concept of copyright. But fthe
motlon plicture Industry the recording Indusiry, and more recently
the broadcasting lndusiry have persuaded the US Congress 7To
extend protection to them which the courts Fad refused. For
movies and phonograph records, that extenslon was reasonable.
Like bookss they were physical objJects produced cantraily In
multiple coples. However, for of radio, el ec fronlc
reproductlon, and now electrostatic copying, there ls no easy way

fto keep tabs on the numerous reproductlions in somewhat variable

{1) 209 US 1 (1903). Cf« also Goldsteln v. Calif, &12 US S4b
(1973) on sound recordings. HWithin the context of the protection
of writinges It Is the farm and manner of expression that Is
protected; the Ideas expressed by the author of the copyrlightead
work are not protectad. A typical American statement In the case
law of this principle can be found In Becker v Loew*'s Inc., 133 F
2nd 889 (7th Cir 1943), certlorarl denied.

R BN R
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form that can be made In innumerable locations. The analogy Is to
word of mouth communication In the 18th Centurys not to the print

shop of that period.

Nonethelessy Industrlies, whose welfare depends upon finding ways
to charge for thelr services, have sought to extend copyright
protectlon under statute (aw, to the new ftechnologles of
computerized data, photocopying, and telereproduction. They grab
onto whatever frall reed the existing copyright system may
provide rather than turning to the even frailer reed of trylng to
Inventy, and to gat Into leglislation some entlirely new, as vyet

undevised system for rewmarding the creators of Information.

Bsele2 The New US Law?

In the Unlted States, a new Copyright Law was passed In 1976. (1)
The main Issues concerned new technologles, =-- electrostatic
Copylng of printed articles especially. In 1975, It Is estimated
that 36% blilion Impressions were made by duplicating machines In
the USA. (Predicasts estimate.) 0Ot those, an unknosn number
reproduced copyrighted materlail, Publlishers believe fthis is
discouraging journal publication the number of sclientlfic and
technical articles publlshad rose from about 106,000 In 1960, to
just over 150,000 articles In 1974, or @ growth rate of less than

3% per annum. (2)

{1) 17 USC ss. 101.

f2) US Natlonal Sclence Foundation, Statlstical Indicators of
Scientific and Technical Communicatien, 1960~-1980, (data fraonm

}
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In an effort to cover the new technologies of (Informatlon the
new Jaw changed the basis of American copyright. The cruclal
clauyse states that copies are material objects, other than

phonorecordssy
fixed In any tanglble medium of expressions now known or
later developed, from which they can be percelved,
reproduced or otherwlise communicated elther directiy or with
the ald of a machine or device. (P.L. 94-553, 55102a.)
American copyrlight used to requlre "pubilcation™ +to become
el fectives now the right stems from merely “fixing™ the work In

some materlal medium, (1) This was Intended to provide copyrlght

for cable telewvislon (CATVY, electrostatlic coplers, and

‘"computers. (2) Whether this change has solved any problems or

merely exacerbated them {s an open questlon. The new rules In
some flelds continue to be as offen wlolated as cbeyed.

Libraries now post a notice telling those who use the copying

King Research Inc.)s pe 81. That compares wlith a growth In
scientiflc and technlcal book titles In the US In the sams period
from 3379 to 14,442, or a growth rate of 12%7. In tha Bill, a
Natlona! Commilsslon on the New Technological Uses of Copyrighted
Works (CONTU) was establlshed, to report back to the Congress on
the working of the new copyright lawe Its report is anticipated
in Julys 1978,

(1) There used to be In Amerlcan lawy, separate common law and
statute law concepts of copyrlight, The common |ark recognlzed the
speciflcity of the concept to the nature of the print mediunm.
Statute Ilam extended copyright to various other medla. Hith the
naw statute, statute law has completely occupled the fleid.

{2} Although computer programs are not explicitly mentlonad In
the new Ilamwy they are covered by the description of text as
“"wordss numbers, or other wverbal or numerical sysbols or
indicla.™ Resproductlion 1Is allowed under the old "falr use™
doctrine which Ils restated In section 187. Section 108 suthorizes
{ibraries (for non-proflt purposes) to reproduce single coples of
works that woul!d not have been justified under falr use.

A,

Far o DSTI/ICCP/78,21

machines that they are not authorized to recopy and redistribute
the coples, and that the coples are for the scholars parsonal
usey but there is no enforcement, CATY operators psy a fee for a
compuisory |lcense to transmit non-tocal broadast prograes
originated by others than the networks; the law does not provlde
a payment system for material that Is cablecast but not picked up
from broadcast, so all the difficult questions wlil come up agaln

when broadband switched networking comes iInto geneai use.

The outcome In the United States Is 1f1ilkely to be nelther
equltable law enforcement nor a tfotal sham. Unenforcable laws do
not prevent indlviduals from dolna what they want to do under the
cover of prlvacy and corruption, but they do prevent substantlal
responsible Institutions such as corporations and universitles
from addressing themselives to meeting the publlc demand wnere It
could get them Into ftrouble. These Institutlons do not Wwlsh to
risk large stakes by petty violations. Thus unenforcable laws
produce a mix of contempt for law plus some statistical [mpact

that may or may not be desirabfe.

8+21.3 Comparison to Continental European Practice:?

The rest of the world Is struggling with the« same set of
probiems, but In a different legal context. Most natlonal
copyrlght taws include under "llterary and artistic works", not
only text, but also muslcal works, drawlngs, photos and motlon
plctures. Tha Berne Copyrlght Conventlon, first drafted In 1886,

and revised seven times ti!§ 1974, Im particular has made Some
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effort to keep up with technology, ®.g. protecting recording on
magnetic tapes. However, only 66 countrlies adhere to Berne, and
Its present organlzation, WIPO (World Inteliectual Property
Organizatlion). The USA and the USSR do not adhere, noer do many
developing countries., After Worid War II, an attems>t was made to
establish a convention which those who had mot signad Berne could
accept. YThat led to the Unlversal Copyright Convention of 1952.
It has 67 members. That conventlion puts more emphasis on works
belng wvlisually percelved. The Horld Intellectual Property
Organlizatlon recently publlished a report on a "model law™ for the
legal protection  of software. It applles to the protectlion aof
computer nrograus,nof to the protection of computer data. It

does not deal with a number of the problems that arise In

distributed computing.

The primary purposa of copyright law, as often declared,
particularty in the Angle-Saxon countriles, (1) Is promotlon of
sclence and the arts. Im that wview, this goal ls above the
additionat purpose of protecting the tangibile Intellectual labor
of the author. The school that sees copyright as a natural rlght

would not necessarlily agree.

For the work to merit protectlon, .t must poessess some “creatlve
orlginallty.” It must reflect the author®s own skitl, iabor, and

Judgmsent and must be more than an Industrious collection. of

(1) For US precedents see Beriin v E.Ce. Publications Inc.,
CeAeNaTos 1964, 329 Fe. 2nd S41, certiorarl denled 85 S. Ct. 56’

and others In 17 U«.S«C.As sec. 1.
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previously known material already within the publlc domain. In
Continental copyright (aw (e.g. French and German}, but not In
British or American, there is a droit moraf{, that Is the right
not to have your work distorted or mutiilated In reproduct]an,
This Is separate from the economic rights of the author. Hhile
there have been no cases as vet, the droit moral could apply to a
sclentist who has changed his views or alght want to be

neticulous about the exact statement of his thesis,
B.1.4 Summary

It will be difficult to apply some of these concepts to computer
data processing or transmission, For the greater part of a
century after the Introduction of electrical communications,
violation ot copyright was no more of a probilem than other forms
of mass-produced counterfelting; the problem was solubie because
the tools were crude enough to glve themselves away. A
counterfeit, whether of an Image or a sound, was worth the risk

only wher~ the original was of high vailue.

Historlically, technological violation of copyright first
became a probiem with recordingsy (1) then with copying machines,
Before the advent of xerography, little photocopylng was done,
save at high cost by the photostat process or via microfiim, or

on vastily Inferlor duplicating machines. But, xerography Is of

(1) Cf. "Record Piratest Industry Sin -

gs fthe Blues New v
Timesy, June 30, 1978y estimating the us vnlun: of II!a;:?
recordings at $200,000,000 per year .,
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the utmost sinmptlcity. So Is the use of audio cassette recorders, And coples have coples unto the 3rd and &4th generations, and each

and so ls the usa of computers for copylng flles. ls different,

Those questions raise all the lssues of abridgmen s and abstracts

8.2 The Applicatlon of Property Concepts to Computer Datae. under present copyright law == which are very complex gJuestlons

-= and then a great deal more. “A genulme and fust abridgment™ Is

Virtually all of the legal concepts that we have here Iintroduced

entitled to copyright protection under Engllish law. Use of

can be applled only with difficulty to wmodern computer
abstracts relles upon the appllcation of the "falr use”™ principle

applications. Consider the fact that out of a computer can flow
- the right to quote copyrighted works for purposes of

an almost Infinite wvarlety of slight wmodlflcations of the
scholarshlpy Journallsm, sclences, etc. There Is a huge volume of

lements of text that are In there. In print lishin n
o s e iy ¥ Wy titerature on this. The normal rule Is that copyright flows froa

edition 1Is iikely to run to thousands eof identical coples. There

the pen or fypewriter of the author. The problem arlses when

may be a legal Issue as to whether the differences between that
someone takes a copyrighted work and from [t draws up an |

it d rce materlal Is so small as to >e a violat
SRLTion Gne wem S e " . % ier i abstract. This raises "falr wuse" questlons. But what If the

or big enough tc meet fagal requlrements, but It Is not a
abstract is compiled and wriltten by a computer. [UOepending on the

uestlion that arlses wlth every single copy Separatelys$ It can
i g o " fength and simliarity of the abstract to the original, It may be

be resocived In court for an entlre edition. Compare that with
regarded as fair wusey, or It may be a violaiion == but In a

: the output from a computer Information banks The Individual [tems
computer produced abstract who committed the violation. It coutd

In the data bank such as articlie tlties or chemical formnulae or
be argued that the recordlng of the written copyrighted material

equations may be [In the public domain. The organlization of then

into computer code for abstracting is a wviolatlion of the author'‘s

In the data base may be sufficlently distinctive to be a
: excluslve rlght to transliate. (1) The Amerlican Jlawy, howevers,

tectabl k f lusy th hit nev plls
Sl tante . e AR o "y y. . s makes the mere enftry of program material Into thae computer for

form. What Is published ls combinatlions generated by the user. Is use by semsene who Is @ rightful possessor of the sateris! not a

that hls property or that of the data base creator? Anyona else
violation.

coming along giving the same commands uli! generate the same

{1) 17 UeSeCey sec. 1{ble There [s a broad view of “"transiation™
which has deemed that written explanations of physics passed In
mathematlcal representation are fransiations. (Addison KWesley
Publishing Co. v Browny 223 F., Supp. 219 (E<D.N.Y. 19639,

outputs yet It [s clearly a matter of art to Ilnput those 3

Y SRt S 4

commands. Whatever the ocufput, every user can reformats reorder,

select, and consolldate at witl, So each copy may be different.
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There Is the fundamental question as to what computer uses are
“reproduction™ and which are *“reading™. In print that was a clear
and simple distinctlon. No llablilty stemnmed from reading a
printed works whether once or many times. Liablilty stemmed only
from copying the work. In computer handling of text, howevers
that distinctlon (which was cruclial for the concept of copyright)
disappears, Every reading of computer output requires the
regeneration of It} every reading Is a printing. To attempt to
apply the laws governing printing of texts to an activity which
Is functionally the reading of thems can only 1 ag to total

constipation In the intellectual process.

Hhat sort of display of the material In the computer memory Is
publishing? Of course, if the text is a praogram |t need never be
displayed at all. The display may only be of lts preduct. Who

then is the author of the product which is published?

The idea that a machlne [s capable of Intellectual Ilabor Iis
beyond the scope of any exlisting copyright statute. If the
computer Ils not the author of something that Is automatlcally
produced then who Is? And |f the machine Is the authors can a

computer Infringe someone else®s copyright?

3.3 Potential Solutlons

It has been suggested that difficuities can be reduced by

Imposing copyright Ilablliity at input Instead of at oufput. (1)

(1) The UcCCe definltely, and the Berne Conventlon,

-] - DSTI/ICCP/78.21

Yhis solution would work with the computers of the {970°s, but

will be vitiated by the systems of the 1980°s.

In the pasty a typlcal computer system that hosted a2 data base
consisted of a stand-alone computers or at most a few computers
tinked by dedicated wires In a self-contalned network that
conceptually constituted a single virtual computer. Code was
entered by a typist or key-punch operator. The text was used by
the szi2 user group who had ordered Lt entered} it was stored In

'proiccted files, Inaccessibie to anyone else. If that

that groups
data was to be made availabie to others by electronic publishing,
first a contract had to be made; then the purchaser could get
limited access to those files over a speclallzed network with
which he aiso had a contract. In that sort of systemy, a royalty
could be charged as a plece of copyrighted fext was keyed Into
the computer. Even falr use could be reasonably well defined}
the schotar ««ntering data In his own computer files for his own
use on his focal machine could well be construed as a reader
making fair use rather than as a publlsher. The act of data

entry was discrete and well-defined, and In the case of dispute,

evidence could be established with a tolerable margin of error.,

8.3.1 Future Computer Usage!

Consider now the llkely pattern of computer wusage In fths late

1980s. Most computers will be attached to the worid®s high speed

problcnatlc-l!y; permit copyrlight Ilablilty to be Introduced at
point of input.
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telecommunications networky and therafores {Ilnkable as [f they
were parts of ona virtual computer. Intelllgent terminais will be
found on milllons of desks and even in some homes, |lnked almost
as Informally as telephones are today via the same network to
each other and to the computers. Tha owner of 2 flle wlii be

abla to secure It against access by others, or If he wishss to

publish the informatlion, he wiil be able to open the materlal In .

his flile to elther specified others or to all others, as he
wishes. The nodes on the network, however, will share a mallbox
system whereby a person with access to one flie will ba able to

send a copy of materfal from that flile to anyone else’s mallibox

in any computer.

On such a svst;u, a valuable text will not be entered from any
one point, but wili be created on the system by authors sitting
at thelr terminals and typlng rough draft Into their electronic
flles. The text will be edited and revised at CRT terminals.
There will be no moment of entry at which a valuable completed
text comes onto the computer; It has bemen thers all through
conceptlony gestation, and births The polnt at which someone
decides that [t Is a text for which he Is willling to pay is not

the point of entry.
B.3.2 Royaltles?

To design an approprlate royalty system for such a2 patfern of
text creatlon and dlstribution Is mot easy. We have already

noted the difficulty of ldentifyilng fths canonical verslon for
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which payment should be made when the text [Is constantly
changing. He have also noted the difflculty of keeplng track of
who sees what copy. Yet no workable system can levy 2 charge
except at the polnt of use -- which Is a baslic flaw cf the
concept of llabillty at entry. The only tlime at which a charge
can be effectively coliected Is when there Is 8 user who wants

the material and Ils wllilng to pay to get It out of the system.

Khen a3 1980°s author or publlisher decldes to make a text
avallable for a fee, an obvious way to do It will be to put an
access condition on his file, allowing ofthers to read fthe

material for a payment.

Four things should be noted about this arrangerent, howmever.
Firsty, liability Ils incurred neither at input nor at output from
the computery but within the system. Secondliy, xhat protects the
author or publlsher ls physical control of the text for there lIs
no count of [ts reproductlon once It is out of his hands. Thlrd,
therefore, a blifing system operated by the network ls necessary
i1t fee collection Is to be easy$ without that there is too much
red tape iIin making arrangements for occaslonal access. Fourthe
once the publiisher®s text has been read by anyone elsey, ewaslon
of royalty opayments Is quite easy, because the reader can store
the text in hls computer and do whatever he wants with 1t}

computer copying is even easler than xeroxing.

Yoday, most users of information bases read the output on rather

slow dumb terminals, So they read only short Information on {lne.
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It thaey wlsh more output they crder it off llnes and typlcally
get it in hard copy. In computer operatlions of the 19830°s the
reader wlll have the optlion of entering the data that comes to
him at high speed Into his own cassattey, floppy disk, or bubble
memory for local on-llne perusal. He wlil thus have removed a

potenilally valuable text from the control ef the publisher.
8.3.3 Problems with Computer Fllest

Let us consider an example of typlcal 1980°s uysage of computer

files?

Programmer Smith writes a proprietary program} archlvist Schaldt
creates a natlonal accounts data base] wuser Hansen calls
Schmldt®s statistics and Smith®s program to estimate the gromwth
rate of employment In Industry X3 he reads the calculated growth
rate tligure on a CRT and copies [t onto a plece of paper. In that
simple sltuatlon a royalfy charge could be levied at the polnt of

accessing Smith®s program and Schaldt®s data.

However, [f Hansen was planning extensive wuork with Schamldt®s
data and Smith's program, it would be more economical for him to
copy them Into his computer memory so as not to have to Incur
communlcatlons costs repeatedly. (As s well known, computing
costs are falllng faster than communications costs.) Salth cean
protect his program from such copying. He can set access so that
others could use the program on Smith's own computer, but could

not read It. That, however, requires that the data be sent to

3
i
|
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Smith®s computer and precliudes Hansen from dolng the analysls on
his own computer where he may have speclal ized software or other
faclilties well adapted to hls needs. Furthermore, the progranm
would remain a black box that Hansen would have to trust and
could not modify. So Smith®s restrictive publishing service mlight
be less attractive to customers than another one that took
greater rilsks about Its programs being copied. That© Is a

marketlng cholce the program vendor has to make.
8.3.4 Data Basae Vendors?

The vendor of a data base has less cholce, HiIs wvaluabile

possesslon ls not a process, but the text Itsetf, If he does not
let It out he has nothing to offer. He may, Indezd, follow a
commercial strategy of marketing service more than text. He can
try to update the data more promptiy than competitors. He <can
offer unpubllished programs for searchlng his archives. He may
try varlous marketing strateglies, but one of the least promising
Is prosecution of coplers In the courts. That was a good strategy
tor book publlshers In the past; because a plrated editlon was
something produced In thousands of coples In a fixed locatlon
where the evidence and proprletorship could be established. It
Is not a good strategy agalnst casual copying on phot ocopy ing

machines or computers.

For governments a pollcy Issue Is how far to back publlshers In
their protective maneuvers. As always In publlc pollcy there ara

canfilcting objectives. One objective Is to provide meams whereby

-
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the creators of Intellectual products can be relmburseds. Another

oblectlve 1Is to allow free flowlng diffusilon of informatlon and

Ideas. Another oblective Is to keep l{aws enforceable.

Cleariys laws can be passed extending protectlon to computer
fllesy, but can they be enforced? Deliberate penetration of locked
computer files and copylng them camn be deflned as theft,
Contracts may prohlblt rediffuslon of data that is copled or that
requires the return of the data uncopied after It has been read.

But there are sewvere limits tc how far such restrictlons would be

obeyed.
8.3.5 What International Agreements Are Horkable?

Dilverslty among ;tates in their Intellectual property practices
makes problems for each otharj glven the ease of transmisslion of
data to asore llberal Jurisdictions, It ls difflcult for one state
to enforce stringent rules. And so, for computer data, as for
print in the past, there Is reason to consider International
agreements. What are some of the toplcs that such agreements
might cover? We Iist what the Chlnese might call "two vyeses and

two no*s”.

i. A convention or other agreement on principles could eastabllsh
arrangements for collecting royalty fees from foreign customers.
There are three components to the bllling of a remote computer
user} the communicatlon chargess the computer ch ages for use of

the remote hosts and rovalty fees for accessing particular files.
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Yhe bltls can come from three different organizatlonst for
examplies the users®s PTT, the owner of the remote host, and the
owner of the flies, Alternatively there might be one blli from
the organization that manages the network and that acts as agent
for the rest. There are clear advantages to a single Ddill1., It
each customer has to make prior credit arrangements with every
file owner, the progress of on-line information systems will be

much de layed.

The problem ls particularly acute where the access 1Is In one
country and the purchaser In another. For the »TT to collect
royalty charges for forelgn data bases would be helpful, and be a

source of revenue for PTTs.

2. A conventlon or other aareement on principles culd facitltate
the enforcemnent of contractual agreements between computer owners
and file owners on the one hand, and thelr users abroad. Courts
should glve recognltlon to contracts entered Into for using

facilities located abroad.

3. It is probably Impractical to suggest that second or third
hand users, who use a copy of computer code without any contract
should be sublJected to any laws but the lans of the country In
whlch they are physically tlocated. If, as we suggested above,
countrles willl differ for some time in the ways In which they
adapt to the new situatlon of data communlcatlon, then countrles

that stringently requlre data users to respect rest~lctlions 1aid

down by data suppllers, can hardly expect countries that
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experiment with more llberal pollicies to glve the stringent tawns

extra‘erritorlal sanction.

-

4. Similarly, a conventlen enactlng uniform standards of
Ilabiilty for wuse of proprietary data or programs ls prematurae.
Property rights In data are a confusing and complex’ Issue. It
wlll be hard enough for Individual countries to reasch concluslons
about policies through thelr domestic polltical processes. To do
that through the labyrinth of internatienal negotiatlons would be

impossibly hard.

Whatever decisions are reached domestically or Internationally
will, as the dynamic technology of computer communication
changes, turn out to be wrong In part. Correctlion of errors that
are frozen into International agreements s doubly difficult.
Thus wrong declsions In an International conventlon could

serlously slow down development.

Hopeful Iy, over the coming decadess common experlence and sharing
of views will jead to a certain convergence of practice In O0ECD
countries regarding intellectual property. But that natural
evolution would be hindered, not helped, by encasling

exper imentation in elaborate rules.
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9. THE INTERESTS AT STAKE

Everything that we have sald so far has suggested that
i. there are some prospective probiems regarding transborder

data flows, but few solutions by regulatlion;

2« applicatlon of established legal concepts such as
copyright In the same way as they hav: been apulled to print
media Is wunlikely to work well and will make more problers

than It will solve;

3. the technology Is so dynamlc that solutlons based on fthe

practlces and systems of the *70s wil! be quite Ilrrelevant

within a decade.

That is not a counsel of despalr. 0On the contrary, we would [lke
to suggest that many of the problems that seem intractadble when
approached through legat concepts that grew out of old
technologies will turn out to be very tractable when their users

try to solve them in practice.

The polnt becomes clear if we look at the history of copyright not

legallsticatly, but soclologically. In fact, copyr ight has never
worked except when varjious vested Interests [In the process of
intellectual production found It to their mutual Interest to
create a payments system, and when the payments system was based

upon the specltfic features of the technelogy and marxe! being

used. No faws, as such, h3as ever been able to create a property
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right In Information and successfully compel everyone fo ablde by
it; Information Is too flulid an object to be thus controflied.
What has been successfully controlled for payment purposes have
been certain large scale Institutions that engage iIn information

business on a regularized and routine baslise.

Sa, In thls section we look at the emerging Interests and
institutions In the computer datn fleld, to attempt to ldentify
what the different major interests are, what convergences tnere
may be in thelr interest In providing a payment systemy and where
the polints of leverage may be that will pernmit effective

collectlion.

We can do so In but a sketchy and preliminary way, for the
technology is In 1Its Infancy and the Institutlons of computer
commynlication are only now emergling. It will! be at least a
decade or two before the various Interests and institutions begin
to understand thelr needs, problems, and options fully, and begln
then to establish the necessary practices to provide effective
payment for informatlon services. That wiil have to be done
iargely experimentally by the Industry [tsel?, OECD can play a
useful role as a catalyst In these discusslions, and as a forunm in

which the public Interest can aiso be heard.

9.1 Authors and Licensors of Programming Materials
Software Is rapidly becoming the largest part of the cost of new
computer systems Yet It Is hard to prevent plrating of sof trare.

In the computer hobby field there are constant laments about fthe
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diftlculty of gettling amateur computer owners fo pay reasonable
prices for simple programs. Much unpald copylng onto magnetic
tape cassettes and even onto records takes place. That mode of
transferring programs (s falriy common Inn the professional
computer field, too. For programmers, littie skill |Is necessary
to copy a proprietary program and trade It to a friend [n another
instaltlation, It saves time of fllling put requlstion forms, and,

perhapsy the software will even come debugged, to boot!

Hhys then does anyone Invest |n the muitli-blitlijon dolilar software
Industry, one of the fastest growing In the US, and one of the
easlestto enter In terms of capltal outlay 7 It Is supported more
for the services [t glves than for the programs themselves. A
program [s no more than a serles of Instructions — they may work
or they may not, more oftfen the iatter. The software house sells
Interpretative skilis, called program malntenance} they
perlodically update the program, help move [t from one computer
to another, or adapt It to an existing computer which may
undergo continual modification of |[ts control or operating
systemy or have addltionat hardware added. Computers are not
static devices, and software must grow with each Instatiatlion,
Some concepts can be patented, (1) but as in most such

protectlons of deslign Inventions, the backup and technlcs needed

(1) In June 1978 the US Supreme Court (in Parker v. Flook} for
the third tiee rejected a patent on a computer program. However,
the Court held the door slightly ajar to the possiblility that
some programs could be patentable as “Inwentive applications”
rather than mere verbal expressions or uses of princlples of
nature.
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to make It work are often more Important ¢than ¢the orlglnal
discoverye. Piratlng of Ildeas goes on all of the time. It is
deplorable, but has not totally disrupted elther the economlcs of
inventlon, nor has there been any evidence that clever minds will
stop Inventlng because of lack of foolproof protection. It Is
doubttful that computers have done anything to change that

sltuation save to make It even harder Yo be a mere copycat.
9,2 ASCAP-type Payments?

Irn a number of countrles, royalty pools have been established to
share Income In situations where Indiwvidual accountling has been
impracticales In the United States for music, ftwo such cartels
{BMI and ASCAP) were formed to distribute revenues to thelr

members.

Historlcally, after some Inlitial controversy, mechanisms for
dividing income sfreéms were developed for broadcastings records,
and flims, as they became a recognized element in the
entertainment establilshment. The muslc users In hroadcastlng and
tfitms, too, had large vested Interests to protect, In continuing
the supply of music and performers. Had they prevallied In early
attempts to use material without sufilcient compensations the
broadcast stations and film producers would have found thelr
artlstlic sources all but dried up. Only the detaiils of exactiy
what format or plot version was copyrightable remsained for the
courts, with ({ltigation continually occurring in such nainor

matters. HWholesale theft of creatlve works would be unthinkable
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today among the major elements of the Industry, though plrating
on the perliphery accounts for about ten percent of the sales of
the Industry. Eventuallyy mwe expect, cable ocrerators and
videotape dlstributors will see It in their interest to support
creatlve talent. The CATV Industry already wlllilrgly accented

having to pay Into a rovalty pool under the new copyright law.

The questjon remains, can ASCAP-BMI-type of mechanisms be wuseful
for collecting royalties on data transmissions, assuming the
creative work can even be ldentifled as such? [t depends en who
ls issulng the workes and what the economic benefits are, Already
simliar, albelt Informal mechanims have been set up to protect,
or rather recompense pulishers for the vatue-added functfions of
preparing and diseminating technical materlals. The majer
industrial Iib~aries in the U. S. have voluntarily agre<d to
“observe® the nem copyright law (which they coufld have easlly
lgnored) by paying “royalties” on each copy of a technlcal
article madey with charges passed on, wla Internal accounts, to
the wuser. These major corporate libraries wlll restrict copying
to one [teratijon, or "falr use.” If multiple coples are mnmeeded,
the user will be asked to raquisition printed coples from the
publlisher, unless unavallable or some urgency Is Indlcated. But
the 1librarles, of course, have their own self-inferest in mind}
the cost of these payments are minor In their operations, and the
value of the publishers® services (many of them being technical
socleties) to the corporate research effort |[Is percelved as

farge. Many of these societies, and private publlishers, as welli,
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are supported by corporate contributions and government subsldy
of one kind or another to keep them afloat. Royalties wili be but
another contribution. It should Serve as an ex.uple of a possible
outfcome in the database soclety of the future, If a valuable
function Is being performed which must be shared by muitiple
users, that user community will find a solutlon, or bz without.
Where willingness of the wusers to cooperate In a system of
compensation exlsts, computers have the advantage of contalnling
within themselves the mechanisms for accounting, without lmposing

chores on the userse.

9.3 Databanks!?

Information {in a pure form Is one of the newest private
Industrles. For decades It has been considered the province of
governments, or quasi-governments to collect the data necessary
for a modern economic system to survive! censuses, craop
estimates, weather forecasts, etc, Some data sources have been
contrilbuted by stock exchanges or speclal Interest groupse but,
as with governments, nmost of the cost of collectlon and
dlsseminatlon s not levied on the user. Data has been compllied,
therefore, malnly when it has been In the compiler®s interest to

make its Information avaliable.

In the computerized [nformatlon-orlented soclety of the present
and near future, Information may be flnally rececgnlized for |ts

true valye as a saleable commodity. The user community wlil

cooperate to see that the databanks value-added services are
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protected from ernosion, Data with a short, out valuable
Iltetlne, perhaps speclfically processed for a customer, wl!ll be
most saleable via data communicatlons linksa The economics of
the marketplace will! have to be worked out as [t evolves: It lIs
almost Impossible to anticlpate all the probable wariations and
provide leglsiation [In advance since we hawe only vague [deas of
the uses and soJdrces, much less the medium of transmisslion, of

future Informatlion,

Computers manlpulate data (n two ways?
1} as information to be processed 2) as Informat]on or
Instructlons on how to process the data, loosely referred to

as a “computer program™,

With the earliest complex data network, the SAGF alr defense
system of 1955 which Iled to IBM®*s (flrst | age commerclal
computer, the 7090, the value of dlstributed proc«ssing for local
data needs and network flle transfer for global requirenents Has
Immedlately obvious. Later versions of the 70390 were connected
in tandem for real-time data protectlon such as the SABRE
airlines reservation system [n 1958. Tandem or multiple computers
would access the same banks of storage devices, usually in fthe
same room, to share data and programming Instructions, More
recently, Improvement In communications and processlng has
permltted computers to access both data and I[nstructions from
remote sltes. These distributed processing systems may swap

progranmsing [nformation over long distances, turning networks of




DSTI/ICCP/78.21 - 106 ~ - 407 - DSTI/ICCP/7R.21

machlnes into a virtual machine. influence the deslign of computer systems in a fashlon wundreamec

of only a fedn years a3goe. It would be wunfortunate i1 the

The emergence of a computer network Info a virtual computer,
technological opportunity were restricted for reasons related to

highiights the two computer functlonsi Not only will networks
political boundaries. Furthermore, It such communlicatlons

transmit [t relatlvely coherent data, but they wlll process fthe
restrictlons are enforced, the possibility that data processing

information as they fransmit, The high-level synchronous | |lne
would nmove to reglons where highspeed computer networks were

rotocols do this In part by rovidin for error-correction
= " - e permltted, would be to the restricting natlon®s loss. Analogles

hich essent ial to the operation of any computer network}
i Es stz " ¥ e i by can be made to other past restrictions on technological

addressing and routing data packets In a most effizlent manner;
sresaies e " : innovation which prevented growth of a valuable |Industryt delay

and by alding in translating code between differing machine types in the Introduction of rallroads In certain fuyropean natlons

and subtypes. Some of the data being transmitted may be merely during the 190k Contury ¥ protect consl and  highwey inderaxtnd

machlne code, program subsets and mlcro-programs, as today Ilarge
and restrictlve labor opractices which caused massive shifts In

main frames swap programming parts between external flles and
Industrlial employment.

main memory to create so-called "virtual machlnes”., Th=2 wirtual

machine has the capabitity of expanding beyond national
What then of placing restrictlions on databanks? And for what

boundar lesy and the bits [t swaps back and forth baetwxeen f|les
reason? Only total control ot a datallnk would be effect|ve in

and other CPUs may be only for machine efficlency®s sake and have
controlling forelgn access, and most likely such control would

no meaning In terms of data transmission otherwlise. Such i
reduce wusage., The flexlbility of having ones progr m or computer

traffic, even Iif monltored, would be uninterpretable.
interact with another computer data source would have to be

3 Added to this complexity will be cryptographic technlques el Iminated for control’s sake. Reduced usage would serve nelther

enabling bitstreams to appear meaninglessy a< if the machine the user nor the suppiier of data. Control of the datalink would

) code and the programmers language and dlalext would not make the net serve even as profection for the copyright owner, since he

bltstream falrty meaningless to an outslder (in the flrsft SOUIS Bs merse it - then belare.

instances anyhome
The most categorlcal case for data restriction Is when there |s a

It Is too early to tell where these corcepts wlll go. but deljberate policy to prevent data of some kind from entering or

Such might be the case with pe/ sonnel

: certainly the avallablility of wldeband, hlgh speed natworks may leaving natlonal borders.
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Intformation or mliitary secrets. But with the nature of data
networks as they are evolving, the best protection of such data
Is secure encryption, coupled with physical securlty at the data
source. That kind of control, while It would permit any data

external to a country to enter, would prevemt its exIting.

Such protection of mliitary or other sensitive informatlion
requires its control at the place of lts storage. There Is no
plausible means to place controls over the content of Informatlion
crossing a border, unless a country chooses to totally forgo the

benefits of computerlzed database networking.
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10, A PAYMENTS SYSTEM

Above we noted that transborder data flows are not economically
viable wunless there Is Internatlonal co-operation [n 3 system of
collection of charges. Some sorts of International data flows are
much more affected by this problem tnan others. In the absence cf
any system other than what alresdy exlsts among the carriers,
there stlit would be a considerable volume of [ntrdcompany
transactions within large muelti=-nationals, since [n them the use
of data, It any, are a purely Internal transactlon. On the other
hand fthe absence of a system ot charges for the data itself s
Ilkely to qreatly Iinhlbit the deve lopment of electronlic
publishing. So In what follows we conslder the speclal but

important case of creating a payments system for publilc data base

services.

The costs of furnishing on-line Information sevices msy be
divided Intoc three categorliest
that ot creating the information and converting |t Into

machine readable form;

that of maintaining It on random access memory with 2

suitable communlcations Inferface to to the neftwork;

and the cost of searching for and transritting to the

customer a desired Informatlion service.
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Creating and storing the Informatlon accounts for almost all the
costs of operating the service, the incremental cost of selling
an additional access to It are negligibie. Urde~ these
circumstances non-payment by customers cepresents no out of
pocket loss to the vendor and deficencies In the payments system

are more tolerable than In the sale of goodse.

Frankston (1) has pointed out the need for the financlial systenm
to be the servant of the partlcipants. The right of the user to
wlthhold payment for unsatisfactory service and vendors to deny
further access to thelr service must be guaranteed. Disputes

Will arise and mechanisms for their resolutlon must exlst.

One of the characterlstics of services dellvered by
telecommunication is that the vendor and the customer need hawvea
no close contact with each other. They need not meet to bargaln
and press the flesh. Where the customer Is a substantial
Institutions like a business, that makes I[little difference.
There are established credit and collection mechanlsms: the
customer will not dlsappear; he has a large Ilnvestment at
hostage. In the case of small unlt sales to consumers In thelir
homes or iIn transit, the problem is quite different. Either the
vendor nmust establlish a large sales and collectlon organizatlon,

or he must somehow automate collectlon.

(1) Frankston J.y, The Computer Utllity as a MHarketplace for
Computer Serwvicesy Project MAC Report MAC-TR-128, NIT, May 1974,
De 2“"
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There are varlous ways to automate collection. One I[s to have
coln machlness Jlke the copying machines In a tibrary. That,
howevery, requires specjial equipment wldely distributed and
therefore a large operation. Furthermore, It misses the
opportunlty for low cost dissemination created by the sresence of
TV sets and telephones as terminals. Thus one obvious solution
Is to turn either the phone company or the cablecaster (nto the
bli! collector. The one has established, the other hopes fto
establishy, a mwidespread system of eauipment whl ¢th reaches every
potential customer of the Iinformation services, whlch |Is also
Ilnked to the delivery of the services and has a bitling and
collection organization. Yhe organizationm that provides the
condult could, for a feey, append to its blil charges on behalfl! of

the service that was del!lvered over the condult.

Thus one inltially attractive mode! for the tinanclal transaction
system (s the telephone network where the user deals wlth only
one wvendor, his local phone companys, although service may be
provided by many wvendors (independent phone companies, foreign
PTYs). Alt Informatlon vendors on the network would charge the
network for services supplied, the network would charge each user
for services received. Just as In the worid telephone system,
the PTT would do all the collecting within thelr own countrles,

and then only clear aggregate balances beftween countries,

An exampie of the PTYT acting as the collector [s the British plan

for Prestel Viewdata (formerly called)l. Data suppllers deposit
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thelr pages In the GPO®s computer at a fixed charge {circa L 1
per year.) The GPO exercises no selection or aquality control.
Subscrlbers dlal up any page they wish onto thelr TV screen. For
that they pay a connection charge, andy, In addlitlon, perhaps a
tee to the suppller of the materlal read, depending on what the
materlal is. Ads, for examplie, would normally be supplled free,
the advertlser absorbing the deposit fee. Other publlishers wlll
charge for the Informatlion displayed (the subscriber beling
Informed at the time that he dlals In}. All charges appear on the

subscribers monthly blll.

There are problems, however. Unllike telephone service where the
number of suppilers is [I1lmited, the preduct standardlzed and
flttie subject to quallty varlations, the Lnformation market wllit
be characterlized by many vendors sellling different products of
varying aquallity at a wlde range of prices. No one bad phone bltl
is very large. A computer ©ill may be. Also fthe foreign
cettiement In the telephone case ls with another phone company.
fn the Information services case It Is with many vendors. Some
customers mlght run up astronomically hlgh bilisy and sometimes
inadvertently. Hhlile the telephone model Is applicabte for the
sale of data communicatlons services between dif ferent networks,

the Incluslon of computing and information publlshing costs In

,the commaunlicat lons bliting system seems unlikely to Seen

attractive to many telephone companles.
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Another model Is that of the alr and rall transport system where
payment for the product Is separated from payment for
transportation but where that carrier which serveS the polnt of
origins DbIlls the customer on behatf of aill carr je~s involved In
the shipment to destination. This model enwvislons an Information
vendor, upon recelving a request for service which would Include
the requestor®s credlt reference, verlifying that credlt with the
referenced Institution over the network before the provision of

service.

10«1 A Less Optimistlc Projection?

Another plauslble model Is one In whlch on=-iine Informatlen
services to small consumers comes widely only with the arrivat of
electronlc funds transfer systems for the same pooulation. EFT
also requlres a mnldespread system with falrly unlversal
acceptance and adequate controls over the behavior of its users.
Once that system has reached the individual housetold (and that
wiil not be soon) then there will be a2 bill collecting mechanism
reachling virtually every customer electronically. It is at least
possible that mass information wutlilitles, as distinect from
professlional and buslness ones, will have alfficulty diffusing

widely before that time.

Involved Is the gquestlion of authenticating the ldentlity of the
credlt requestor. With a sufficlently low communication cost,

the requestors volce could be digltally encoded and transmitted
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to the credit verlfying IInstitution for comparison against a enquliries to the data base Is small. Perhaps the door-to-door
reference volceprint, Alternative scenarios utlilzing passwords magazlne salesmen of the year 2000 wil) be s¢iilng data base
exchanged between user and credlt Instlitutions may be Imaglned. services.

Hhether the economlcs of Information services wiill regulire such a

How the International use of data services will
degree of securlty wlill most llkely emerge only with experience. goW  we cannot

now knows though we can be very confident that It will happen.

These problems of creating a viable system for blliling small These various alternative organizational schemes for payment need
buyers of services for many casual sales by numerous small to be studied, and perhaps Jegal and flnancla! arrangements
vendors, when there |ls no contact betwean them, seem difficult worked out. Internatjonal organlzations such as OSCD can play a
enough domestically. They are even worse Internatlionally. One very useful role In facitltating the creatlon of organjzed
can Imaglne that many vendors will not choose fto respond to systems of International payment for publlc data base services.

reftrieval requests or other such enqguirles that come from remote
countrles where they have no establ ished flnanclal arrangements,
YThis may become a strong argument for organizatlions |ilke PTTs

acting as middlemen In the process.

Atl of these consideratlons may perhaps alternatively push many
vendors of International Information services to one of two other
arrangerentst wholesaling through a local internediary, or
subscrlptlon arrangements in advance, perhaps for unmetered or
fiberally metered serwvice, The communicatlons technology does
not regulre local intermediarles. Low cost dlrect access across
the globes 1ss 3as we have seen, Increasingly possibie. but fiscal
considerations may Impel vendors to route thelr Information
through a locally franchlised agent. The al ternative of advance
subscriptions to relatlively unlimited services also corresponds

to the econonics of the Industry, for the varlable costs of extra
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